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SUMMARY & CONCLUSIONS

Advancements in the domain of artificial intelligence,
safety management, and on-board fault tolerance have led to
autonomous devices to be considered as a key element for
future remote defence and peaceful missions. Drones - also
known as autonomous or unmanned vehicles - with different
capabilities and features - can be organized in a fleet and the
fleet can be organized in a way that will increase the
survivability of the drones and improve mission success. This
can be accomplished by balancing system effectiveness design
parameters such as endurance, communications, sensor fusion,
domain awareness, area coverage rates and human operator
interaction against mission costs.

To manage the organization and operation of drone fleets,
many high-level factors and their inter and intra-dependencies
must be understood by the designer of the mission. These
include but are not limited to strategic, tactical, warfighter,
socio-technical, economic, security, and regulatory factors.

Defence in Depth (DiD) is an established strategy for
designing cyber-physical systems with improved reliability,
safety and security performance and is suitable for complex
systems executing complex processes. However, DiD has not
been shown to be applicable to the requirements definition and
early portion of the design process before costly decisions are
made. As such, the contribution of this paper is a methodology
for early assessment of basic DiD characteristics of a drone fleet
based on its dependency model and a other DiD-related
attributes. The DiD principles that are evaluated in this paper
include Redundancy, Diversity, Functional Isolation and
Physical Separation. A Unified Modelling Language (UML)
profile is created to define the attributes needed to support the
modelling process.

The methodology presented in this paper is applied to a
fleet of autonomous and manned devices on a Naval Mine
Counter Measures (NMCM) mission. The interfaces as well as
the dependencies are identified and modeled. The UML model
of a fleet consisting of autonomous, remotely-operated, and
manned underwater, surface, and air vehicles is evaluated using
a prototype software tool against the DiD characteristics and a
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report is provided to the designer of the NMCM mission.
1 BACKGROUND

This section presents a basic background for model driven
engineering, the importance of drones in defence missions and
the value of DiD in the nuclear industry. This paper builds on
past work on early DiD assessment of complex systems using
dependency models (with a nuclear plant case study) [1]. The
proposed methodology introduces key DiD concepts from the
nuclear domain to drone fleet design for defence missions. The
methodology also builds on past work on onboard machine
learning and fault tolerance considerations for long endurance
Autonomous Underwater Vehicles (AUVs) [9].

1.1 Model-driven complex system engineering

Model-driven complex systems engineering can be viewed
as the use of graphical machine-readable models/diagrams to
capture the topology, behavior and dependencies throughout
the lifecycle of a system [2, 3]. The system can be a process
(such as a power plant), a machine, a grid (e.g. electrical or
heating grid), or a system of systems (a fleet). UML [4] was
first developed for software modelling but UML has evolved
toward different engineering domains. UML contains the
mechanism of “Stereotypes” to capture new concepts. UML
“Profiles” group UML stereotypes and allow modelling of a
new domain. In this work we use UML’s class diagram with the
classes further specialized by stereotypes related to drone fleet
elements. Free open source tools exist for UML modelling [5],
which has helped adoption by academia and industry [6]. The
UML models can be exported as standard XML files [7] for
further processing by software tools.

Previous work [1] presented a methodology for the
development of a UML High Level Interdisciplinary Model
(HLIM) to capture complex system dependencies for early DiD
assessment. The different system disciplines were process,
power distribution, cabling, automation, human factors, and
environment. The dependencies were between components of
one system aspect (discipline), the interfaces between
disciplines, and the interfaces between the system under
development and its surroundings. In this paper, the HLIM
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profile was extended with stereotypes related to defence
mission fleet modelling.

1.2 Defence missions, importance of drone fleets currently
and in the future

Modern Navies must acquire new or enhanced naval
intelligence, surveillance, and reconnaissance systems,
upgraded armament, and additional systems for current and
future platforms allowing for more effective offensive and
defensive naval capabilities [8]. The NMCM mission
commander will need such systems to clear sea mines and
several Navies around the world have either deployed systems
or are in various stages of acquisition. Acquisition of these
systems is necessary in order to remain cost-effective yet
achieve a mine clearance rate as high as 99% in as short a time
as possible. An effective operational NMCM capability must be
a modular, stand-off NMCM capability. This will provide
Navies with a capability to conduct the full spectrum of naval
minehunting operations, seabed mapping, and contribute to
underwater domain awareness. The full spectrum of
minehunting operations means to detect, classify, localize,
reacquire, identify and dispose of sea mines and/or maritime
improvised explosive devices (IEDs) that pose a threat to
domestic interests, sovereignty, or impede the conduct of
maritime operations by national or allied ships. (For the purpose
of this document, all references to sea mines will include conventional
sea mines and maritime Improvised Explosive Devices ). In order to
meet the requirement for modular stand-off operations and the
system effectiveness criteria, autonomous vehicles with greater
complexity but reduced costs must be used in greater numbers
with future NMCM systems. NMCM missions, when executed
successfully, will maintain national and international political,
social, and economic interests. For example, if a country has
busy container ports, closure of the ports could result in an
economic disaster.

Unmanned Launch and Recovery Systems, Unmanned
Surface Vehicles (USVs), Unmanned Aerial Vehicles (UAVs),
AUVs and Remotely Operated Vehicles (ROVs) (drones) are
becoming increasingly used in defence missions because of
advantages related to keeping the crew and mother ship far
away from the minefield, ease of deployment and recovery,
machine learning, on-board fault-tolerance, and artificial
intelligence. Mission Planning and Analysis software tools are
portable and easy to use. However, the major reason for this
network-centric approach is open architectures and commercial
standards for software and interfaces. Refer to previous work
on fault tolerance of AUVs [9] for further background
information.

1.3 The Defence in Depth concept

Historically DiD was a concept born in the
military/defence domain. In that context it is defined as “the
siting of mutually supporting defensive positions throughout
the main battle area to absorb and progressively weaken the
attack” [10]. Later, the basic DiD principles were applied to
safety-critical domains like the process industry [11], oil & gas

[12], material mining [13] and medicine [14]. DiD has also been

very important in nuclear safety engineering [15-18].

The main DiD principles used in the proposed
methodology are:

a) Functional isolation: the idea that a critical system function
is duplicated into two redundant functions that should share
no dependencies (common cause failure points).

b) Diversity: components mapped to redundant functions
should use different technologies in order to avoid common
faults between the redundant functions.

¢) Physical separation: the components mapped to redundant
functions should be located in spaces with satisfactory
separation (enough distance and/or physical barriers) to
avoid failures in one redundant function to affect the other.
The domain of this research -- fleets of manned and

unmanned machines -- require the introduction of the “dynamic
space” concept. This means that fleet components are allocated
to dynamic spaces (they move during the mission) and the
physical separation principle should be constantly monitored
during the mission (i.e. fleet members mapped to redundant
functions should not come too close to each other while the
mission is being executed). The methodology presented in this
paper supports the assessment of these basic principles using an
early dependency model of a fleet to provide feedback to the
mission commander before costly decisions are made.

2 METHODOLOGY
2.1 Methodology workflow

The workflow of the proposed methodology for using a
dependency model to assess basic fleet DiD capabilities is
presented in Fig. 1.

The first step is to develop the domain specific metamodel
that will enable the modelling of the system/process of interest.
In the case study, the HLIM UML profile [17], developed in
previous work with a focus in the nuclear domain [1], was
extended with additional stereotypes to cover the modelling
concepts relevant to defence mission fleets. The focus was on
the Naval Mine Counter Measure (NMCM) domain. A fleet
element is defined as any modelling element relevant to the fleet
which includes a function, a physical fleet member, or an
environmental space. Fleet components are only the physical
members of the fleet (e.g. surface vessels, unmanned vessels,
etc.)

The next step is to build the dependency model of the fleet.
The main diagram is the functional decomposition of the fleet
with special attention paid to add the functional redundancy
information. For instance, if two sub-systems perform the same
function and the fleet can still perform its mission if one of them
is lost. The model of the fleet components captures the
interfaces between all the members of the fleet. Then these fleet
components can be mapped to the fleet functions and to
environment spaces.

After the dependency model is ready, it is then analyzed by
a software tool, developed as part of this research, to assess the
DiD capabilities of the fleet design. The tool first identifies the
redundant functions and mapps the fleet components to the
functions. For functional isolation, the requirement is that
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redundant functions share no components and that components
mapped to redundant functions share no common
dependencies.

Prepare a metamodel (e.g. a UML profile) with the
modelling concepts applicable to the specific
application domain (e.g. fleet elements for mine
counter measure missions)

v
Create the High Level Interdisciplinary Model (HLIM)
with the dependencies between fleet elements:
e Functional model of the fleet
¢ Fleet component model, note the use of different
technologies
Function to fleet component mappings
e Fleet component to environment mappings
v
Export the model in a machine readable format and use
a software tool to evaluate the basic DiD principles:
e Functional isolation
e Diversity
e Physical separation

v
Domain experts study the DiD assessment results and
provide feedback to the fleet designer. If needed the
model is updated and the assessment is ran again.

Figure 1 - An overview of the proposed methodology for early
DiD assessment of fleets for defence missions.

The diversity property is checked by comparing the
technology used in components of redundant functions. In the
example presented here, this technology is a property of the
fleet component (like TechnologyA, TechnologyB, etc.)’ in
real-world cases, the different technologies can be different
models (and suppliers) of unmanned vehicles or a very different
approach such as using air drones in one redundant function and
unmanned surface vessels in another. The third DiD principle
is the physical separation of fleet components mapped to
redundant functions. In a static system like a machine or a plant,

this can be easily reasoned based on the mappings of
components and the physical layout. In the case of fleets of
devices, this is more interesting because the fleet components
are moving. The software tool can identify the dependencies
that exist between the dynamic spaces allocated to fleet
components and generate a list of requirements for dynamically
monitoring the fleet during the mission so that fleet components
of redundant functions do not come close to each other.

The results of this early DiD assessment should be
evaluated by domain experts. It is possible that some
dependencies that “break” DiD principles are judged to be
insignificant (the risk can be accepted) or unavoidable. Other
results may lead to feedback to the fleet designer who can revise
the model and run the DiD assessment again.

2.2 Small generic example

The proposed methodology is presented with the small
generic example of a fleet presented in Fig. 2. The fleet’s main
mission can be performed by two redundant functions A and B.
The fleet has three components including component A and
component B, which are mapped to the corresponding
redundant functions, and component C which has dependencies
to the first two components. All the fleet components are
mapped to dynamic environment areas that are linked to the
area of operations for the mission.

In this example, the assessment first recognizes the
redundancy between function A and function B. Then it checks
if the functions share fleet components (they do not). Next, the
assessment reasons if the components A and B have any shared
dependencies; component C is identified as an issue that can be
a common cause failure point which would result in disabling
both redundant functions A and B. The assessment continues
by evaluating if components A and B are diverse (in this
example they are both unmanned air vehicles, but they come
from different vendors, so the check is satisfied). Then the
assessment recognizes the dynamic environments (air volume
spaces) mapped to the fleet components and to the area of
operations. The result is that during the mission, it is required
that the dynamic environments A and B should not overlap to
protect the physical isolation of the redundant functions.

Small example - fleet elements and their dependencies

Fleet functions Fleet components Fleet's enviroment
<<FleetElement>> 1 <<FleetElement=> <<FleetElement=> L <<FleetElement>> <<FleetElement=>
<<SystemFunction>=> <<SafetyFunction>> [ <<UnmannedAiVehicle>> <<AlVolumeSpace>>  |» | <<AirVolumeSpace>>
MainFleetMission RedundantFunctionA FleetComponentA  J DynamicEnvironmenta <<BeafreaSpace>>

AreaOfOperationsAirAndSeaSpace
B <<FleetElement>> <<FleetElement>> >
5 ) <<MannedSurfaceVessel>> — | <<SeafreaSpace>> ==}
Funct: BnT Redundancy T FleetComponentC DynamicEnvi ntC
- <<FleetElement>> <<FleetElement>> <<FleetElement>>
1 <<8afetyFunction>> <<UnmannedAirVehicle>> Lz <<AliVolumeSpace>> | —
RedundantFunctionB ——|  FleetComponentB DynamicEnvironmentB

Figure 2 — A small example of a fleet with manned and unmanned components. It includes a simple functional model, a model of
the fleet components and their allocation to the environment.

Authorized licensed use limited to: NPS Dudley Knox Library. Downloaded on March 23,2021 at 15:53:17 UTC from IEEE Xplore. Restrictions apply.



- <<SystemFunction>>
<<FleetElement>> >
MineCounterM Mission —|
Y N " —
<<FleetElement>> P FunctionalRedundancy <<FleetElement>>
FleetGroupA FleetGroupB
b - A,
v <<SafetyFunction>> <<SafetyFunction>>
<<FleetElement>> <<FleetElement>>
DetectionClassificationLocalizationA2 D. lassificationl B1

A FunctionalRedundancy | ¥ FunctionalRedundancy

<<SafetyFunction>> <:f:|feg;ncﬂ:::
<<FleetElement=> o ; e me
D lassificationl A1l assificationLocalizationB2

Figure 3 — The functional model of the case study. Notice the
Sfunctional redundancy between the two fleet groups and within
these groups the functional redundancy between the mine
detection function.

3 CASE STUDY

In this section, the methodology is applied to a generic
NMCS scenario inspired by the Remote Minehunting and
Disposal System (RDMS) project [19] and the Minewarfare
Association’s 2017 Essay Contest first (Scott Savitz) and
second (Daniel Stefanus) prize winners [20]. The background
is that there is a need for a quick response to the event of mining
of a major Eurasian trade route. This mining operation actually
occurred. “In the early hours of July 6, 1984, a small merchant
vessel glided out of her Libyan homeport bound for the crux of
Eurasian trade: the Suez Canal. Her crew was gone, replaced by
sailors hand-selected by Libyan dictator Muammar Gaddafi. A
few days later the sailors quietly lowered their cargo into the
Red Sea: deadly Soviet mines. In the coming weeks panic
rippled throughout the region as 19 vessels reported striking
mines near the Suez Canal. Global trade shuddered, its agents

more self-conscious than ever of the system’s fragility. The
world’s powers raced to sweep the region free of mines and
terror, but the United States, the West’s naval hegemon, was
forced to take a backseat due to a lack of ready, deployable mine
countermeasure forces. A few dozen Soviet mines laid by a
third-rate power in an act of state-sponsored terrorism had
rendered the world’s greatest naval power impotent” [21]. In
the case of the 1984 Libya incident, it was not destruction of
merchant vessels that Libya cared about; it was the fear and
international turmoil that laying inexpensive mines causes
which Libya was interested in creating. This is the asymmetric
threat — a few state actors that can paralyze allied nations and a
Eurasian trade route — on which this case study is based.

The AUV mission planning component of the
Transportable Command Centre Sub-System provided a
solution for the planning for clearing the mined channel. Three
medium weight AUVs and three man-portable AUVs were
launched into the water at the same time, leaving one of each
onboard the two Maritime Coastal Defense Vessels (MCDVs).
The two mine disposal subsystems complete with their
ammunition and explosives pre-loaded were launched from
Rigid Hull Inflatable Boats (RHIBs) carried on the MCDVs
with their operators. After successful reacquisition of the mines,
the operators destroyed the mines and verified this using the
training/inspection vehicles. Furthermore, the successful
destruction of the MDS vehicles themselves was verified.

As the channel to be cleared was very deep, the 200m depth
capability of the medium weight AUV was invaluable in
surveying the bottom for any bottom mines that may have been
deployed.

The functional model for this fleet contains two redundant
functions (fleet group A and B), both capable of performing the
NMCM mission. The mine detection in each fleet group is
performed by two redundant functions, see Fig. 3.

<<FleelElement>>
<<FleetElement>> «Umnar:-ln:‘d’:\::fehide» <<UnmannedAirVehicle>> <<UnmannedAirVehicle <<
essel> UAV-A2 ReplenishmentAtSeaShip UAV-B1 UAV-B
ManPortable AUV-A1
A\
> ‘ v v v v
- L
' FleetElement>:
<<AutonomousUnderwalerVessei>> <<UnmannedSurfaceVessel>> | » A lsdalaan <<FleelElement>> B
ManPortable AUV-A2 A1 k c“::e "'“‘r sl <<UnmannedSurfaceVessel>>
p— SEMOpertiuncente. | RigidHullinflatableBoat-B1
<<FleetElement>> » - i A J
>
ManPortable AUV-A3 <<FleetElement>> -
MaritimeC oastal DefenceVessel-A
<<FleelEement>> . L MaritimeCoastalDefenceVessel-B |
<<AutonomousUnderwalerVessel>> v <<FleetElement>> >
MediumWeightAUV-Ad R Operatedl essel>
RemoteMinehuntingDisposalSystem-A1 | | MedumWeightAUvB4 [ ¥ ‘ i
<<FleetElement>> <<FleetElement>>
— " <<UnmannedSurfaceVessel>> |_| - P P S R <<He§$mm:>m
USV-A2 OperatedUnderwaterVesse|>> essel> > S D SRR
MediumWeightAUV-AS = = ves el
> ‘ A ‘ & > ‘ A A
<<AutonomousUnderwaterVessel>> <<FleetElement>> > »
MediumWeightAUV-AS <al ehicle <<UnmannedAirVehicle: >> OperatedLinderwaterVessel>> esseb
UAV-A3 UAV-A4 RemoteMinehuntingDisposalSystem-A3 B6 <l ehicle <<l
UAV-B3 UAV-B,
<<FleetElement>>
Operated| waterVessel>>
A4 -

Figure 4 — The dependencies between the fleet components of the case study (partial).
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<<FleetElement=>

<<UnmannedSurfaceVessel>> >
- RigidHulllnflatableBoat-A1
Fieet >
<<UnmannedAirVehicle>>
- UAV-A1
>
<<FleetElement=>> ry tyFuncti jon
<<UnmannedAirVehicle>> <<FleetElement>>
- UAV-A2 DetectionClassificationL 1
| 3
<<FleetElement>>
- <<AutonomousUnderwaterVessel=>
ManPortable AUV-A1 — <<FleetElement>>
- <<MannedSurfaceVessel>>
A oastalD A
- <<FleetElement=>>
__[<<AutonomousUnderwaterVessel>>
ManPortableAUV-A2 - <<FleelElement>>
—1 <<RemotelyOperated UnderwaterVessel>>
<<FleetElement>> EamipialE L . Al
<<AutonomousUnderwaterVessel>> | |
ManPortable AUV-A3
<<FleetElement>>
<<RemotelyOperatedUnderwaterVessel>>
A RemoteMi i ystem-A2
<=SafetyFunction>>
<<FleetElement>> - ]
FleatGroupA -
ry | <<RemotelyOperatedUnderwaterVessel>>
<<FleetElement>> Ll L = i
<<UnmannedSurfaceVessel>>
USV-A2
2 | <<FleetElement>>

Figure 5 — The mappings between the “FleetGroupA”
function and the fleet components (partial).

The fleet components and their dependencies are shown in
Fig. 4. The main Mine Counter Measures (MCM) operations
centre communicates with a replenishment at sea Manned
Surface Vessel (MSV) alongside the two MCDVs MSVs. Each
MCDV is linked to two Unmanned Surface Vessels (USVs) and
four Remote Minehunting and Disposal Systems (RMDSs)
which are Remotely Operated underwater Vehicles (ROVs)
able to destroy or neutralize mines. Each USV is using two
Unmanned Air Vehicles (UAVs) and three AUVs to perform
mine detection and classification tasks. The RHIB USVs can
carry man-portable AUVs while the generic USVs can carry
medium weight AUVs.

Fig. 5 presents the mappings from the fleet group A and
detection classification and localization functions Al & A2 to
the relevant fleet components. The mappings between fleet
components of the fleet group A and the environment are shown
in Fig. 6. The dynamic air/sea volumes and sea area spaces are
part of the same area of operations for the NMCM mission.

A prototype software tool developed as part of this research
analyzed the system model and produced an assessment on the
DiD capabilities of the fleet. The “MCMOperationsCentre” and
the “ReplenishmentAtSeaShip” were identified as potential
components that link the two redundant fleet groups. Diversity
of mine detection was good within the fleet groups (the AUVs
used two different models -- the man portable and the medium
weight) but it was not acceptable when considering both fleet
groups. In that case, four different AUV technologies are
required. In this model many other redundant components used
the same technology, which was identified as an issue. The
dependencies between the dynamic environments linked to
components of redundant functions produced a list of checks

that need to be evaluated throughout the mission. For example
the Dynamic Sea Volume Al, connected to AUVs of the first
mine detection redundant function of fleet group A, should not
overlap with the Dynamic Sea Volume A2 (connected to AUVs
of the second mine detection redundant function of fleet group

<<FleetElement>> <<Fleett
<<AutonomousUnderwaterVessel>> > <<MannedSL
ManPortable AUV-A3 Replenishm:
<<FleetElement>> - <<FleetElement>:
<<UnmannedAifVehicle>> <<Reom>=> [
UAV-A1
<<FleetElement>> \ i | OperationRoom
<<AirVolumeSpace=>
<<FleetElement>> - DynamicA S
=l A
UAV-A2 <<FleetElement>:
<<FleetElement>> <<=0OperationsCentre
<<SeafreaSpace>> MCMOperationCen
<=FleetElement>> DynamicSeaAreaAl
<<UnmannedSurfaceVessel>> | B
RigidHullinflatableBoat-A1
v
<<FleetElement>>

<<SeahreaSpace>>
AreaOfOperati

Figure 6 — The dependencies between the fleet components of
the case study and the environment (partial). Notice the
environment elements with the “Dynamic” prefix connected to
the areas of operation.

The feedback from the proposed methodology can then be
provided to the mission planner to modify the fleet architecture
before commencement of operations. The output of the method
in this case may be straight-forward because the fleet model is
simple, but in more complex cases the method outputs may be
more interesting and unexpected. Future work may focus on the
development of a real-time monitoring and reconfiguration
system based on AI for fleet-level fault prediction and
situational awareness.
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