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Abstract

Microelectronics integrity is a critical issue for many industries including the Depart-
ment of Defense (DoD). The military systems the DoD operates are particularly vul-
nerable to counterfeiting, with potentially costly or even catastrophic consequences.
Counterfeits, regardless of production intent (malign or ersatz), raise significant
concerns for industry and the DoD because they often demonstrate operational per-
formance shortcomings, have lower reliability, or make components or organizations
more vulnerable to attack. This article uses a systems dynamics modeling approach to
explore the economics of counterfeiting for a sample system, the interactions between
counterfeiters and the US Navy supply chain, and the impacts of counterfeit surveil-
lance and detection to address the question: Is it more effective to target detection
efforts at the component level or at the Line Replaceable Units level? A case study of
an engine control module for the LM2500 propulsion turbine used on US Navy Arleigh
Burke class guided missile destroyer (DDG-51) platforms is provided to demonstrate

the approach.

KEYWORDS

1 | INTRODUCTION

Microelectronics integrity is a critical issue for the Department of
Defense (DoD), and most modern defense systems include microelec-
tronic components that share commonality with commercial systems.
These defense systems are particularly vulnerable to counterfeiting,
with potentially costly or even catastrophic consequences. A 2011
hearing by the Senate Armed Services Committee found that up
to 15% of all DoD purchases of spare and replacement semicon-
ductors may be counterfeit.! In response, section 818 of the 2012
National Defense Authorization Act (NDAA) established DoD require-
ments for counterfeit avoidance in electronics parts, and in May 2014,
DFARS 252.246-7007 was issued to implement the NDAA provisions.?
A counterfeit component may be malign (with adversarial intent to
degrade capability or exfiltrate information) or ersatz (an inferior

counterfeit components, lowest, navy, replaceable unit, supply chain, system dynamics

substitute driven by a profit motive). Counterfeits, regardless of pro-
duction intent, raise significant concerns for industry and the DoD
because they often demonstrate operational performance shortcom-
ings, have lower reliability, or make components or organizations more
vulnerable to attack.’

Malign and ersatz counterfeits are driven by different motives
with different underlying economic models. With malign counterfeits,
competing state actors or other entities acting in bad faith are willing
to fund the high costs associated with component development,
insertion, and production and to accept a poor return on investment
because profit is not the motive; the objective is degradation of opera-
tional readiness, or exploitation via other means. Strategic geopolitical
competitors are capable and willing to invest in disruptive threats that
can avoid verification and validation (V&V) detection in integrated cir-
cuits destined for national security and defense systems used by their
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adversaries such as the case of the US and allied nations, Russia, and
China.# Ersatz counterfeits, on the other hand, tend to follow more
traditional supply and demand economic models. In this case, suppliers
use lower grade (including recycled) or lower cost parts to enhance
profit margins. Over the years, a wide range of counterfeit microelec-
tronic items have been observed, ranging from parts manufactured
to lower quality standards, to legitimate parts that are recycled and
already have significant usage time but are marketed as new and
inserted into otherwise legitimate logistics chains.” Regardless of the
type of counterfeit part, significant risk exists that either the parts
will not operate in the specified range of conditions, or operate at the
necessary reliability levels.®

The following definitions are key to understanding this document:

1. Component: In this document, the term component refers to indi-
vidual microelectronic elements (e.g., chips, resistors, inductors,
etc) that are assembled into a system’s assemblies, including
various line replaceable units (LRUs).

2. LRU: The LRU is the smallest element of a system replaced by
field maintenance personnel. For microelectronics, this typically
represents an individual circuit board (i.e., field technicians are
not de-soldering and replacing individual chips on a board during
normal maintenance and repair activities).

3. Counterfeit: SAE AS5553 - Counterfeit Electrical, Electronic, and
Electromechanical (EEE) Parts; Avoidance, Detection, Mitigation,
and Disposition defines a counterfeit component as “1. An unau-
thorized (a) copy, (b) imitation, (c) substitute, or (d) modified EEE
part, which is knowingly, recklessly, or negligently misrepresented
as a specified genuine item from an original component manufac-
turer or authorized aftermarket manufacturer; or 2. A previously
used EEE part or a part which has been modified, and is knowingly,
recklessly, or negligently misrepresented as new without disclosure
to the customer that it has been previously used.””

4. Ersatz: is defined as “being a usually artificial and inferior sub-
stitute or imitation.8” The term is used in this article to identify
counterfeits produced purely for-profit motive.

?” The term

5. Malign: Is defined as “evil in nature, influence, or effect.
is used in this article to identify counterfeits produced with the goal

of causing intentional harm.

Economic models and the impact of counterfeit prevention efforts
are of high interest for the DoD to aid in policy and strategy decision
making. The modeling presented in this article simulates counter-
feit detection efforts at different points in a notional supply chain to
explore the overall interdiction effectiveness and predicted economic
effect of focusing efforts earlier or later in the process. This article
explores the macroeconomics of counterfeiting for a sample system,
the interactions between counterfeiters and the US Navy supply chain,
and the impacts of counterfeit surveillance and detection to address
the question: Is it more effective to focus detection efforts at the com-
ponent level or at the LRU level? To understand the interplay between
these concepts, Systems Dynamics Modeling is employed, with simula-

tion performed using Stella Architect software, version 3.2.1, by ISEE

Systems. This work is relevant to systems engineering because the
impacts of counterfeit components on supply chains must be under-
stood early during the system design process, so that the risk can be
appropriately managed throughout the system design lifecycle.’ The
specific system of interest modeled for this analysis is a notional engine
control module for the LM2500 propulsion turbine used on US Navy
Arleigh Burke class guided missile destroyers (DDG-51). While the
system of interest and the supply chain are specific to the US Navy,
the broader implications of this article are applicable to the defense
sectors and the national defense of many countries. Further, the grow-
ing understanding of the integral role of the 16 critical infrastructure
sectors,!! including the defense sector, in ensuring both short-term
safety and welfare and long-term standards of living of all countries
shows that counterfeit surveillance and detection is important writ
large. The modeling and simulation results presented here will be of
interest to DoD acquisition professionals, including Secretariat posi-
tions that set acquisition policy, Program Managers who lead systems
acquisition efforts, and In-Service Engineering Agents and logisticians
who support fielded systems throughout their lifecycle. In addition,
the article will be of interest to standards organizations that establish
and maintain the industrial standards that drive counterfeit detec-
tion processes, and prime contractors that supply complex defense

systems.

2 | BACKGROUND

In July 2017, President Trump issued Executive Order (EOQ) 13806,
Assessing and Strengthening the Manufacturing and Defense Indus-
trial Base and Supply Chain Resiliency of the United States. The EO
recognized that, “The ability of the United States to maintain readi-
ness, and to surge in response to an emergency, directly relates to the
capacity, capabilities, and resiliency of our manufacturing and defense
industrial base and supply chains,” and states that, “Strategic support
for a vibrant domestic manufacturing sector, a vibrant defense indus-
trial base, and resilient supply chains is therefore a significant national
priority.”}2 EO 13806 ordered the Secretary of Defense, in coordi-
nation with Secretaries and heads of agencies deemed appropriate,
to conduct an “Assessment of the Manufacturing Capacity, Defense
Industrial Base, and Supply Chain Resiliency of the United States.”1?
The report, delivered in 2018, was developed by a DoD-led intera-
gency task force comprised of 16 working groups with approximately
300 subject matter experts. The report identified several risks, vul-
nerabilities, and shortfalls in the Defense Industrial Base (DIB) and
Supply Chain that affect national security. This included the finding that
“Imports of electronics lack the level of scrutiny placed on US manu-
facturers, driving lower yields, higher rates of failure in downstream
production and raising the risk of ‘trojan’ chips and viruses infiltrating
US defense systems.”!3

Subsequently, in September 2021, President Biden issued EO
14017 that directed six Federal Agencies to review industrial bases in
order to strengthen and secure a spectrum of America’s supply chains,

and directed the Secretary of Defense to submit a report to include key
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vulnerabilities and courses of action intended to strengthen the DIB.1*
In February 2022, the DoD released their report, “Securing Defense-
Critical Supply Chains: An action plan developed in response to Pres-
ident Biden’s Executive Order 14017.” The subsection of that report
entitled Microelectronics, cited the Senate Armed Services Committee
Report on Counterfeit Components in the DoD Supply Chain (# 112-
167, May 21, 2012) reiterating that “Counterfeit microelectronics
components represent a serious safety and national security threat due
to their degraded reliability. Counterfeit microelectronics components
have been identified in multiple DoD systems.”%>

America’s and Europe’s Semiconductor foundry capability has pre-
dominantly moved offshore. North and South America, Africa, and
Europe are heavily dependent on foreign manufacturers and suppli-
ers for most of their semiconductors, including those that are used
in defense systems. The Semiconductor Industry Association’s State
of the Industry’s Report in 2022 stated that 75% of global manufac-
turing capacity, from fabrication to packaging of leading-edge chips,
is located in Asia.X® To build trusted defense systems, the DoD and
other national defense organizations need a secure supply chain so
that the DIB has access to trusted and assured microelectronics. To
complicate matters, there is no standardized V&V process to ensure
the software and tools being used in the manufacturing process can
be trusted. The scope of the problem extends from design to fabri-
cation to operations, and without a solution, the DIB and commercial
industry have no clear path to obtain trusted components for national
security or commercial purposes. Microelectronics supply chains that
have become highly disaggregated, primarily through facilities in Asia,
represent potential security vulnerabilities. The outsourcing of fabri-
cation and testing by fabless semiconductor companies represents an
opportunity for the introduction of security vulnerabilities, whether
inadvertent or through malign intent. This is of particular concern for
chips intended to be used in critical national security infrastructure or
defense systems purchased by national defense organizations such as
the DoD.?

2.1 | Current practices

Current industrial practice is to mitigate the risk of counterfeit
microelectronics via policy. Prime contractors (principal end-item sup-
pliers, final system providers, that is, the brand associated with the
final product) require compliance with standards that specify micro-
electronics procurement from authorized sources such as original
equipment manufacturers (OEMs), original component manufactur-
ers (OCMs), or approved distributors, and entail risk assessments and
elevated approvals when components must be purchased from other
sources. This appears to have been historically successful, as accord-
ing to Meshel in Aerospace Report TOR-2014-02161, only 0.4% of
Government-Industry Data Exchange Program (GIDEP) documents
on counterfeit parts from 2009 to 2013 were related to those from
Authorized Distributors!”; however, the problem of counterfeit prod-
ucts persists, especially in the context of Diminishing Manufacturing
Sources and Material Shortages (DMSMS).

The prevailing industrial standard used to address counterfeit
microelectronics in both the civilian and defense sectors is SAE
International’'s AS5553 Counterfeit Electrical, Electronic, and Elec-
tromechanical (EEE) Parts; Avoidance, Detection, Mitigation, and
Disposition.'® AS5553 refers to many associated standards including:
ARP6178 Counterfeit Electrical, Electronic, and Electromechanical
(EEE) Parts: Tools for Risk Assessment of Other than an Autho-
rized Source!?; AS6081 Counterfeit Electrical, Electronic, and Elec-
tromechanical (EEE) Parts: Avoidance, Detection, Mitigation, and
Disposition—Independent Distribution?%; and AS6171 Test Meth-
ods Standard; Counterfeit Electronic Parts.?! Primes and integrators
specify AS5553 and the requirements are flowed down to all sub-
contractors and suppliers. There are additional standards and cer-
tifications in this domain such as Components Technology Institute,
Inc. certification CCAP-101 - Counterfeit Components Avoidance
Program, Certification For; and the Independent Distributors of Elec-
tronics Association (IDEA) IDEA-STD-1010 - Acceptability of Elec-
tronic Components Distributed in the Open Market. The following
three examples demonstrate the commonality of this policy-based
approach.

Lockheed Martin, a major defense company, has a dedicated web
page?? related to counterfeit management, which states “Lockheed
Martin requirements are to always procure from the OCM/OEM or
their authorized distributors. If an occurrence arises where that is
not possible, prior approval from Lockheed Martin is required. When
requesting approval through your supply chain representative a risk
mitigation plan will be needed which details the inspections and tests
that will be performed to authenticate the product, including accep-
tance criteria. ... Typical control plan requirements are defined in
industry standards such as AS5553 for electrical parts.... Itis required
that counterfeit avoidance requirements be flowed down to the lowest
level of the supply chain.” This indicates the seriousness that Lockheed
Martin ascribes to the potential of counterfeit parts in their supply
chains, and their policy approach to addressing the issue.

Boeing, a major defense and commercial aviation company,
publishes the contract clause they use related to counterfeit
microelectronics.2®> The clause states “If Seller provides Electronic,
Electrical or Electromechanical (EEE) parts or assemblies contain-
ing EEE parts, Seller shall implement a counterfeit electronic parts
detection and avoidance system compliant with the requirements of
SAE standard AS5553. ... Seller bears responsibility for procuring
authentic parts or items from its subcontractors and shall ensure that
all such subcontractors comply with the requirements of this Article.”
This shows that Boeing puts the impetus of counterfeit detection upon
their suppliers.

Teledyne FLIR, a major commercial and consumer electronics, and
defense supplier, publishes their “Quality Assurance Provision 26 -
Counterfeit Parts” on the web.2 It states that “Supplier shall com-
ply with SAE AS5553 to prevent and mitigate the use of counterfeit
parts for both electrical and non-electrical components supplied to
FLIR. ... The supplier shall flow down the applicable requirements
of AS5553 to applicable sub-suppliers.” Like Boeing, Teledyne FLIR

requires suppliers to ensure that parts are not counterfeit.
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Each company refers to specific functional personnel in their coun-
terfeit management process. Per the publicly available documents
referenced above, Lockheed directs subcontractors and suppliers to
engage with their “supply chain representative,” Boeing refers inquiries
to a “buyer’s authorized procurement representative,” and FLIR refers
inquiries generically to the “buyer and/or contracting officer.”

Information is not readily available on the counterfeit mitigation
practices of small businesses and other non-major system develop-
ers. Many such businesses may not be large enough to sustain their
own in-house capability for counterfeit mitigation. To service this need,
there are a multitude of companies?>~28 that provide services related
to counterfeit electronics mitigation such as supply chain management,
inventory management, sourcing and authentication, assessment and
inspection, and sales of pre-inspected/validated components.

AS5553 and associated standards address counterfeit electron-
ics avoidance, detection, mitigation, and disposition. For avoidance,
AS5553 prescribes procurement of parts via authorized sources,
defined as “Original component manufacturers and OCM-authorized
sources of supply for an EEE part (i.e., franchised distributors, autho-
rized distributors), and authorized aftermarket manufacturers.”!’
When authorized sources are unavailable, ARP6178 recommends the
supplier risk assessment outlined in AS6081, which assesses suppli-
ers based on business records (e.g., company name history), history
of reported counterfeits, quality management system certifications,
geographic locations, material control procedures, personnel training,
facilities, etc.1?

For detection, the standards first specify the validation of authen-
ticity through supply chain traceability records. In addition, for any
suspected counterfeit parts or for parts for critical applications, stan-
dard AS6171 specifies multiple detection methods including “external
visual inspection, radiological inspection, x-ray fluorescence, de-lid/
de-capsulation or destructive physical analysis, electrical tests, acous-
tic microscopy, optical/SEM (Scanning Electron Microscope) inspec-
tion, and thermal analysis.”20

AS5553 specifies that risk mitigation is planned and documented in
a risk mitigation plan. The plan must include a classic risk assessment,
which assesses the likelihood of receiving a counterfeit part and the
consequence of installing that counterfeit part. In addition, the plan
must outline the process for risk mitigation, including the inspections,
tests, documentation, and criteria for part acceptance or rejection.”

AS6081 addresses disposition of counterfeit parts. The standard
prescribes a quarantine of suspected and confirmed counterfeits, with
physical barriers and personnel access controls to ensure items are not
reintegrated with the legitimate inventory. Parts are not to be removed
from quarantine except to perform independent verification testing,
and parts are to be retained in accordance with all customer, statu-
tory, and regulatory requirements. Once testing has been completed,
parts are to be destroyed or surrendered to the authority having
jurisdiction.t?

Counterfeit microelectronics present an intriguing risk construct,
with multiple risk stakeholders. Per the aforementioned standards, the
requirements for counterfeit mitigation are flowed down through the

entire supply chain. As such, the financial and legal risk are flowed

down as well; however, the Prime contractor retains the predominance
of the reputational risk, and the end user retains the operational risk.
For example, if a Lockheed Martin aircraft crashed because of a coun-
terfeit component, the component supplier may be liable, but Lockheed
Martin would suffer substantial loss of reputation and product confi-
dence, and the aircraft crew would experience the acute risk to life.
Gaining insight into the contractual, financial, and legal relationships
between companies in the supply chain to inform how they share risk
would require targeted investigation and willing transparency, and is
beyond the scope of this article.

Much progress has been made over the last 5 years to mitigate
both defense industry and commercial microelectronic industry sup-
ply chain vulnerabilities. This includes the DoD’s Trusted and Assured
Microelectronics activities (including the SCALEZ? academic consor-
tium), the CHIPS and science ACT,3? and an increased awareness
of the need for technological advances in semi-conductor fabrica-
tion, more rigorous V&V of microelectronic components and LRUs,
more visibility into both ersatz and malign counterfeiting of LRUs and
components, and supply chain risk management (SCRM) strategies to
counter the threat counterfeiting poses to the DoD and commercial
supply chains.3! That said, the authors of this article posit that the US
and specifically the DoD need to agree upon a focused and compre-
hensive strategy to increase US microelectronics resilience, security,
and competitive economic viability in both the near and long term. The

authors suggest that the rest of the world should follow suit.

2.2 | Employment strategy

The model described in this article explores the time-phasing of coun-
terfeit detection efforts, not the process or technical approach for
detecting counterfeits. As such, it delivers unique insights to supply
chain managers, standards committees, policy developers, and inves-
tigation agencies. These stakeholders may all benefit from enhanced
information regarding the level of effort, effectiveness, and pre-
dicted economic impacts of counterfeit inspections at various stages
of the supply chain. In addition, once calibrated and validated with
actual data, the model could be used “in reverse” to predict levels of
counterfeit activity based on economic conditions and trends.

There is substantial ongoing research in counterfeit detection
methods®233 and product quality validation techniques,®* and ongoing
development of specs and standards by various professional societies
and committees. To the authors’ knowledge, there is no other ongoing
work related to the timing of counterfeit detection efforts in the supply
chain and associated economic effects.

In an applied context, the concepts developed in this article could be
employed by DoD and industry when developing program acquisition
strategies (e.g., identifying specific points of counterfeit inspection in
the supply chain for new systems) and in the sustainment of currently
fielded systems (e.g., accepting more risk with regards to item suppliers
for out of production components, when counterfeit inspection efforts
are available to be performed at the end of the supply chain imme-

diately prior to acceptance.) In addition, the modeling demonstrated
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here could be adapted and validated with specific information for a
variety of defense systems for which a program manager may have spe-
cific data, to inform overall counterfeit risk for the system under their

purview.

2.3 | System dynamics

System dynamics (SD) was developed by Jay Forrester in the 1950s.
SD entails both qualitative and quantitative techniques to model and
simulate the behavior of systems based upon their structure and the
relationships of system elements. SD modeling is employed across
many disciplines including “engineering, manufacturing, economics,
and social sciences to enhance decision-makers’ understanding of
systemic behavior in real-world systems.”®> SD modeling helps deci-
sionmakers understand potential behavioral outcomes of a system
over time.3¢

Within the systems engineering domain, SD modeling has been used
for a variety of purposes including systems engineering studies of sup-
ply chains.3” SD has also been adapted to analyze systems engineering
design processes,® to estimate project performance from a systems
engineering perspective,3? to understand safety culture in manufac-
turing plants,*? and to support the rapid evaluation of supply chain and
demand signals at the national level.** System dynamics has long been
considered for modeling the optimization of inventory and produc-
tion dynamics for policy analysis.*2 Two common techniques in system
dynamics modeling include causal loop diagrams (CLDs), and Stock
and Flow models. Research in 2005, for example, used CLDs and sys-
tem dynamics modeling to analyze Taiwan’s semiconductor industry.*3
A variety of systems analyses have been supported by SD and are
available in the literature.** Thus, it is within the scope of systems engi-
neering practitioners to use SD for many different activities within the
systems engineering design process.

3 | A NOTIONAL SYSTEM DYANAMICS MODEL
OF COUNTERFEIT COMPONENTS AND LRUS IN
THE US NAVY DDG SUPPLY CHAIN

3.1 | Description of the notional system dynamics
model

The model developed for this study is structured as a network of four
interdependent modules, including (1) an LRU Demand module, (2) an
LRU Production and Counterfeit Detection module, (3) a Production
Control module, and (4) an Economics module. The model also includes
a dedicated user interface with a constrained set of adjustable model
parameters to facilitate analysis. The overall architecture of the model,
showing the four interdependent modules, is shown in Figure 1.

The LRU Demand module simulates the demand for LM2500 engine
control LRUs over the ten-year simulation period by aggregating DDG
demand for new and replacement LRUs as well as industrial demand.

LRU demand was calculated using Department of Navy historical data

Impact of Counterfeit Components and LRUs on US Navy
LM 2500 Engine Control LRU Supply

LRU Demand

Production Control Economics

LRU Production and

Counterfeit Detection

Model Architecture

FIGURE 1 Basic architecture of the system dynamics model
developed for this investigation.

for DDG production (i.e., DDG demand for new LRUs),* the authors’
estimated failure rates for the blended pool of genuine and counterfeit
LRUs (i.e.,demand for replacement LRUs), and estimated historical LRU
production based on GE press release materials (i.e., industrial demand
for new LRUs).#>#¢ The output of the LRU Demand module serves as an
input to both the LRU Production and Counterfeit Detection module
and the Production Control module.

The LRU Production and Counterfeit Detection module models the
production of legitimate LRUs, the production of counterfeit LRUs, and
the detection and removal of counterfeit components and LRUs from
the supply chain. The model represents production of LRUs through
four steps of a simplified supply chain process, including (1) compo-
nent production, (2) component distribution, (3) LRU assembly, and
(4) LRU distribution. At each of these four steps, the model applies
a probability that some of the items become counterfeit (via inser-
tion of counterfeit product or tampering with legitimate product). The
counterfeit supply chain is modeled as a logically parallel process that
is fed by the counterfeit items that branch off from the legitimate
production process. The counterfeit detection portion of this mod-
ule implements counterfeit detection and removal steps on both the
counterfeit component inventory and the counterfeit LRU inventory
along the counterfeit production path. Any detected counterfeits are
removed from the counterfeit supply chain process at these two points
and are aggregated in a quarantine stock. The overall output of this
module is a mix of legitimate LRUs to the supply inventory, counterfeit
LRUs that made it into the supply inventory, and a count of the detected
and quarantined counterfeits from the simulation run.

The production process is tuned by the Production Control module,
which applies a proportional-integral-derivative (PID) control logic to
adjust production rates based on LRU supply versus LRU demand. To

mitigate various model limitations, this common control logic approach
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was applied to govern production and ensure that production tracks
demand as the simulation evolves so that the market price is not driven
to extremes by significant supply/demand misalignments. The mod-
ule implements a simple PID control approach that compares the LRU
production volume versus the LRU order volume (the “error”) and cal-
culates a proportional term (based on the instantaneous error), an
integral term (based on the cumulative error), and a derivative term
(based on the rate of change of the error). These terms are each tuned
by a user-adjustable gain factor and then aggregated into a single value
thatis applied as a multiplier to component production at the beginning
of the supply chain. Note: the production control value is constrained
as non-negative because logically it cannot drive the supply chain in
reverse (i.e., a component producer cannot produce negative amounts
of product.)

The Economics module simulates the market price of the notional
LM2500 engine control LRU based on LRU supply versus demand
and a projected economic inflation rate over the simulation period.
In this model, a market price stock is influenced by LRU order vol-
ume (i.e., demand), LRU production (i.e., supply), and a price growth
value based on actual inflation rates over the time period of the
simulation.

Each module is comprised of a detailed stock and flow model struc-
ture. While Figure 1 shows the overall module relationships, Figure 2
reveals some of the complexity within each module. The models within

each module are described in detail in Appendix A.

3.2 | Constraints and limitations

It is important to note the model’s limitations. This is not a comprehen-
sive supply chain model, and it does not fully represent the complex
supply chain dynamics associated with a multi-step production and
assembly process with variable and uncertain demand (such as the
supply chain bullwhip effect). The model is simplified in several ways.
First, production is tuned to fulfill the demand with no consideration
for economic outcomes for component or LRU producers (i.e., there
is no profit calculation at any step along the production flow, or cor-
responding business decisions by any of the performers to stop, slow,
maintain, or accelerate their production). Second, component produc-
tion rates are driven directly by the total end-product demand, and
not by a demand signal from the next logical step in the supply chain
(i.e., product demand is a direct input to the beginning of the supply
chain at the first production step, as opposed to a realistic supply chain
with demand signals cascading from the final supplier down progres-
sive steps of the supply chain through assemblers and integrators to
original component sources). Third, the model does not account for
decommissioning of LM2500 propulsion turbines used on Navy DDG
platforms (i.e., in the model, all LM2500s ever produced are presumed
still to be operational and feeding the demand for spare parts). Fourth,
the model does not include variable failure rates to represent the
dynamic operating environment of the Navy including things like bat-
tle damage, variations in operating tempo, deferred maintenance, etc.
Fifth, the model does not include Navy demand for turbines on plat-
forms other than the DDG. Last, LM2500 production was estimated

to be uniform and linear over time (i.e., exactly 55 per year, every
year, since 1969) and does not reflect production ramp-up or high/low
production years.

3.3 | Model initialization

To maximize the utility of this model, it is initialized with the most
accurate open-source data available to the authors at the time of
model development. The model simulation start time is initialized as
November 2012 to achieve 120 months (10 years) of run time through
November 2022. The initial quantity of DDGs is set to 62 to match the
actual starting quantity of active DDGs in the year 2012. Each DDG
has four LM2500 turbine engines per ship, and it is presumed that each
LM2500 has redundant engine control systems with 2 LRUs per tur-
bine, totaling 8 LRUs per ship. Initializing the model with 62 DDGs
equates to 496 LRUs installed in the fleet (62*8 = 496). For this sim-
ulation, it is assumed that the Navy maintains 10% spares resulting in
50 LRUs in supply inventory.

To model commercial demand for the same engine control LRU,
LM2500 turbine production was calculated to be approximately 55 per
year since 1969 based on General Electric press release materials.*¢*”
At 55 turbines per year, with two LRUs per turbine control sys-
tem, this equates to approximately nine LRUs needed per month to
support new production (55*2/12 = ~9). The deployed commercial
inventory of LRUs on LM2500s at simulation start time (tg) is (2012-
1969)*55*2 = 4730. Of note, based on the model architecture that
employs a blended inventory of genuine and counterfeit components,
and the lack of available data on Navy and commercial failure rates for
authentic and counterfeit LRUs, the authors estimated the LRU failure
rate distribution.

4 | SIMULATION RUNS/RESULTS

This model can be used to explore a variety of counterfeit production,
detection, demand, and economic issues. As an example of the utility
of the model, this study now explores the research question: Is it more
effective to target detection efforts at the component level or at the
LRU level? Effectiveness herein refers to the percentage of counter-
feits that are detected and removed from the supply chain—the more
effective the approach, the fewer counterfeits make it through into the
inventory.

To illustrate its potential utility, the model was used to run a series
of 33 simulations, varying the component detection percentage from
100% to 0% while inversely varying the LRU detection percentage
from 0% to 100%. These factors were varied in 10% increments and
performed via three runs at each setting. The results are shown in
Table 1.

Although this represents a limited number of runs and there are
other model variables which may affect the outcome, the data shows
that it is more effective (in overall percentage of counterfeits detected)
to target detection efforts at the LRU level instead of at the compo-

nent level, but more efficient (counterfeits detected per labor hour of
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TABLE 1 Selected runs exploring the effect of component and LRU detection levels on total undetected counterfeit LRUs entering the market.
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detection effort) to target detection efforts at the component level.
This makes sense because counterfeit LRU detection will effectively
catch both counterfeited LRUs and counterfeit components within oth-
erwise legitimate LRUs. Two notable observations that may be drawn
from this are that inspection at the LRU level is more labor intensive,
as there are more components to inspect when aggregated into an
LRU. This also drives the market price of the LRU to increase with the
increased percentage of detection. This also makes sense because the
price is affected by supply and demand via the ratio of LRU orders to
LRU production. When more counterfeit LRUs are removed from the
market, production is effectively lowered and will fall short of orders,
driving the price up for the items available on the market (i.e., demand

outstrips supply.)

5 | DISCUSSION

As stated earlier, this article was intended to demonstrate the value of
using system dynamics modeling to explore the timing of counterfeit
detection efforts in the microelectronics supply chain, and to address
the question: Is it more effective to target detection efforts at the com-
ponent level or at the LRU level? This approach can support Navy, DoD,
other US Government and partner nation agencies, industry efforts,
and professional standards organizations to better understand and
more effectively counter the introduction and detection of both ersatz
and malign counterfeits. Based on the study results, the defense indus-
try should focus counterfeit detection efforts later in the supply chain
to preclude the opportunity for additional counterfeit parts insertion
after detection efforts have been performed. In addition, this approach
and the results from this study can guide research and development in
microelectronics inspection technologies. The defense industry would
benefit from detection systems capable of employment at the tail end
of the supply chain that are capable of rapidly, nondestructively, and
effectively assaying LRUs and other microelectronics assemblies.
While the case study focused on a Naval defense application, the
conclusions may be useful for all 16 critical infrastructure segments.
For instance, hospitals and medical facilities often have backup genera-
tors and power management systems, which rely on several microelec-
tronics LRUs. Counterfeit components could cause backup generators
to fail during times of crisis and could lead to negative patient out-
comes. Similarly, many nuclear and hydroelectric power plants have
large backup generators to support plant operations during times of
off-site power loss, and counterfeits reduce the reliability and availabil-
ity of these backup power systems. More broadly, microelectronics are
not exclusive to engines and generators and are found across almost all
critical infrastructure sectors from banking and finance to agriculture.
From a systems engineering perspective, system dynamics model-
ing offers practitioners an opportunity to explore a variety of lifecycle
management problems associated with counterfeit parts and to com-
pare the benefit of different policies to address these. System of
systems and complex systems engineering is proving to be a critical
aspect of supply chain design and management. As part of a MBSE
approach to systems engineering, system dynamics is a valuable tool

for both planning and analysis.*®

It should be noted that the value of any modeling and simulation
is largely dependent on the availability and validity of relevant data.
When dealing with the extent to which counterfeiting is being intro-
duced into products deliberately or by upstream sources, suppliers are
often reluctant or unable to provide this data. Given this reality, prac-
titioners should be careful to populate their models with data from
reliable sources that is verifiable, and appropriately caveat the data
and assumptions used. Despite the fact the model developed for this
study was notional due to the lack of publicly available counterfeit data
for the system under investigation, the approach illustrates the poten-
tial of SD modeling in a systems engineering context, for supply chain

applications and stakeholders.

6 | CONCLUSION

Government and industry stakeholders are making progress toward
increasing the resilience of the microelectronics supply chain; however,
significant gaps persist in the identification and mitigation of ersatz
and malign counterfeit components and LRUs introduced by suppli-
ers. Efforts to expand the capability and capacity of the DIB and US
fabrication laboratories primarily focus on microelectronics design and
fabrication technologies and advances in STEM education. While this
includes methods to identify and protect against the introduction of
counterfeit items, the lack of transparency provided by suppliers rep-
resents a significant challenge in the modeling and analysis of the
microelectronics supply chain.

The modeling done in this research was notional due to the lack of
available data from suppliers and the defense industry related to the
extent of counterfeits being introduced into Navy systems. As such, a
goal of this modeling was to demonstrate the potential value of under-
standing the system dynamics associated with a small segment of the
U.S. Navy’s microelectronics supply chain; specifically, the timing of
counterfeit detection efforts, and the impact of counterfeit compo-
nents and LRUs on market cost. While system dynamics modeling is
not intended to be predictive in nature, it may enhance the awareness
of underlying non-linear relationships that result in problematic supply
chain behavioral outcomes. All critical industries including the defense
industry may benefit from a better understanding of counterfeit
detection as shown in this study.

In addition, this research informs future related work in detection
means and methods. The results of the simulation indicate the need for
nondestructive assay methods that can be applied as late in the supply
chain as possible, with the capability to assess integrated components
at the LRU level (versus at the individual chip level.) Logically, the later
in the supply chain that detection methods can be applied, the fewer
chances there are for additional insertion of counterfeits, and the more

important it is not to destroy the item under investigation.

6.1 | Future work

In its current form, this model has the utility to explore a variety of

counterfeit detection decisions and outcomes. This makes it a valuable
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tool for stakeholders who are looking for a mathematical basis to
develop qualitative comparisons between strategies. While there
is value in the current state of the model, there are several areas
where the model could be refined, extended, or otherwise improved to
support future research and analysis.

The current model does not incorporate real world data on LM2500
production. In fact, very little actual data is publicly available regard-
ing the introduction of counterfeit components and LRUs in defense
systems. To better develop and validate the model, better LM2500
production history data from General Electric is needed, as is micro-
electronics counterfeiting data in general. To achieve better model
performance, it will be necessary to integrate real world data into the
model and tune the variables and algorithms so that it can provide more
accurate behavioral trend analysis over an extended time horizon. This
is a challenge for two reasons. First, there is limited public data on
counterfeit detection rates, which makes validation of a broadly appli-
cable model and generalizable conclusions difficult. Second, from the
defense context, datarelated to counterfeit components and LRUs, and
aggregation of counterfeiting rates and detection, is sensitive and often
classified, which challenges academic utility. This shows the need to
collect such data to facilitate analyses in this domain. It is hoped that
future modelers will have access to real-world data that provides the
fidelity necessary to support ongoing efforts to better identify, track,
and reduce the introduction of counterfeit microelectronic compo-
nents in supply chains. Alternatively, the model developed in this article
can be adapted with proprietary or non-public data for further analysis
within a secure environment.

The model used for this study was fit for purpose at a certain level
of analysis to demonstrate the value of a system dynamics approach
in pursuing a design solution through systems engineering. Currently,
the model follows the sequential flow of production: components are
produced and assembled into LRUs which are then distributed into
the supply system. From an economic perspective, demand for LRUs
drives demand for components. If stakeholders want this model to
better reflect the economics of manufacturing, the model should be
updated to reflect real supply chain dynamics by having the demand
for LRUs feed the LRU distributors, which should in turn drive demand
on LRU producers, which should sequentially cascade the demand sig-
nal down each step of the production flow process. While the current
model follows the sequential flow of production, increased fidelity
can be introduced through economic considerations associated with
each step of the production flow such as profit margin for each entity
(producer/distributor); go/no-go, or stop/slow/hold/accelerate deci-
sion logic for each entity based on profitability; and, capacity objectives
and limits for each entity (e.g., maximum production capacity).

The current model allows users to enter a limited number of specific
counterfeit detection rates. A more automated and adaptive model
would incorporate economics into the counterfeit detection flow (e.g.,
cost and benefit to inspect at each point in time, which can drive adap-
tive strategies). Since the current model does not specify whether
it is “cleared” workers or unvetted workers performing screening at
the various links in a supply chain, further model development could

incorporate multi-stage/multi-entity counterfeit detection.

WILEY 1%

The utility of the model can be expanded by allowing the user to
adjust the number of LRUs to reflect other shipboard systems, though
they would also need to adjust the production history and commercial
demand (if applicable) for the corresponding system. Further, since the
current model traces a single counterfeit component that is inserted
into a single LRU, model fidelity can be increased by adding the ability
to import a system hierarchy of components with multiple components
per LRU.

To ensure that this work adds value, the authors plan to socialize
this work with a variety of potentially interested stakeholders includ-
ing various DoD program managers, standards organization commit-
tees, and organizations such as the Defense Microelectronics Activity
(DMEA). DMEA works on production of trusted microelectronics, pro-
vides radiation effects testing, develops microelectronics acquisition
strategies, and conducts specialized engineering/re-engineering for

critical military applications or systems with DMSMS issues.
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APPENDIX A

This appendix provides a detailed description of the stock and flow
model used in this article. To increase readability, the following sections
apply a consistent style format to the written description of Modules,
Converters, Flows, and Stocks.

Al | LRUDEMAND MODULE

The LRU Demand module simulates the demand for LM2500 engine
control LRUs over the ten-year simulation period. The LRU Demand
stock and flow model (shown below in Figure A1) consists of three main
flow paths: one for Navy DDG LM2500 LRU demand (the flow path at
the bottom of the figure), one to track the number of active DDG ships
(the flow path in the middle of the figure), and one to aggregate the
Navy and Commercial LRU orders into a combined order volume stock
(the flow path at the top of the figure).

The demand for LM2500 engine control LRUs is driven by both Navy
DDG and Commercial industry. The demand is based on the need to
support new platform production and to replace failed parts. The Navy
DDG demand is based on the actual number of fielded ships at the
model’s start time as well as the real production numbers of DDGs
for the 10-year simulated run of the model.** The Active Ships stock
is the number of DDGs in service at the start time of the simulation,
and grows by the value of new ships commissioned per month over the
period of the simulation.

The bottom-most flow path of the Demand Module (Figure A1)
depicts the Navy demand for LRUs from the overall LRU inventory. The
Inventory in Supply stock is initialized at 50 as an estimate of total avail-

able inventory at the simulation start time. The Deployed DDG Inventory
stock is initialized at 496 to represent 62 DDGs each with 4 engines
with 2 LRUs per engine. The Cumulative Failed LRU stock tracks aggre-
gate LRU failures over the simulation period based on the authors’
estimated failure rate distribution for the blended inventory of genuine
and counterfeit LRUs.

The top-most flow in Figure A1 represents the aggregate demand
for LRUs from both Navy DDG and commercial needs. The commercial
demand for new production is based on an average monthly produc-
tion of LM2500 engines and an estimated value of engines at model
initiation based on the historical production values previously cited.

The Order Volume stock is initialized at 60 to match the 10 active
orders for the Navy plus a 1% spares level (~50) for commercial indus-
try. The Monthly Outflow completely drains the Order Volume stock each
cycle into the Cumulative Orders stock that tracks the aggregate orders
over the period of the simulation. The Order Volume stock is used to cal-
culate the order volume divided by the Total LRU Production. A graph
showing the results for Commercial Orders and Navy DDG Orders
from a sample simulation run is shown in Figure A2. Note the left axis
for commercial order quantities and the right axis for Navy order quan-
tities. The spikes in the graph represent the total demand at that point

in time for LRUs to support engine production and replace failed units.

A.2 | LRUProduction and Counterfeit Detection Module
The LRU Production and Counterfeit Detection module, shown in
Figure A3, consists of a series of arrayed conveyors that represent the

production and distribution of components and LRUs. The model is
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arrayed to represent multiple entities (i.e., suppliers, distributors, etc.)
at each step of the process, each with a different ratio of counterfeit to
legitimate part throughput.

In this model, there are two separate logical flow paths for micro-
electronics production—one representing legitimate production (the
green flow path at top), and the other representing counterfeit pro-
duction (the red flow path in the middle). All production begins on the
legitimate path, but each step of the process presents an opportunity
for compromised items to leak from the legitimate path (green) to the
counterfeit path (red). Note, in the real supply chain, legitimate parts
and undetected counterfeit parts are comingled in the same physical
flow; the flow paths are separated in this model as a means to facil-
itate the math and support the quantification of each type of item.
Counterfeit items that are detected are removed from the process and
quarantined (the blue stocks at the bottom of the model). Stocks repre-
senting process steps along the legitimate path are modeled as arrayed
conveyors with leakage rates representing the transfer of items to the
counterfeit path. Stocks on the counterfeit path are also modeled as
arrayed conveyors, with leakage rates that represent counterfeit item
detection and removal from the supply chain (i.e., from the red path into
the blue stocks). All products that make it through the green and red
flow paths enter the supply system, and the quantity of parts in the blue
stocks represents the detected counterfeits that are removed from the
supply chain.

A2.1 | LRUProduction

The production section of the model (i.e., the top two flow paths as
seen in Figure A3) is split into two paths including a legitimate pro-
duction path (colored green in Figures A3 and A4) and a counterfeit
production path (colored red in Figures A3 and A5). The process entails
four major steps: component production, component distribution, LRU
production, and LRU distribution. Each of these steps is represented
as an arrayed-converter stock to accommodate multiple business enti-
ties (i.e., producers/distributors). The production model includes five
component manufacturers, three component distributors, and three
entities that manufacture and distribute LRUs. At each major step of
the process, a percentage of parts is redirected as counterfeits via
a leakage flow from the associated array, where they then flow into
the counterfeit path of the production model. A counterfeit can be

generated at the component level or the LRU level via intentional coun-

Montrty LU
rhow

AccuTuetion

LRU Distributor Courterfeds
] -

terfeiting (whether malign or ersatz) or unintentional inclusion of a

counterfeit item from earlier in the production process.

A22 | Counterfeit LRU Production
As described, counterfeits exit the legitimate production flow at each
step of the process and enter a parallel (red) flow path for counterfeit
production and distribution, as shown in Figure A5.

The counterfeit production process begins with the Comp Mfr

Counterfeits and the Comp Distributor Counterfeits outflows that feed

into the Counterfeit Components arrayed conveyor stock that repre-
sents the total number of counterfeit components in the supply chain.
Counterfeit Components leave the Counterfeit Components stock via
the Counterfeit Comp Entering LRU Mfg flow that feeds into the Counter-

feit Component in LRU Supply stock, or are detected and removed from

the Counterfeit Components stock via a Counterfeit Component Detection

outflow. Counterfeit components flow out of the Counterfeit Compo-
nent in LRU Supply stock via a Counterfeit Comp Consumed in LRU Mfg

flow. This arrayed flow represents the LRU production by the same
three LRU production and distribution agents and represents uninten-
tional production of counterfeit LRUs via the inclusion of undetected

counterfeit components.

A2.3 | Counterfeit Detection

There are two points of counterfeit detection and removal from the
supply chain including one at the component-level (the Counterfeit
Component Detection leakage flow), and one at the LRU-level (the

Counterfeit LRU detection leakage flow). The counterfeit detection and

removal outflows are shown colored blue in Figures A3 and Aé6.
The Counterfeit Component Detection leakage flow removes compo-

nents from the Counterfeit Components arrayed conveyor stock. The
leakage rate is set by the Counterfeit Comp Detection Rate arrayed con-
verter that is structured to allow for user selection of either a fixed
or variable detection rate. A fixed detection rate would be used in
instances where stakeholders want to implement a standard policy
of inspection for all components from all suppliers. A variable detec-
tion rate allows stakeholders to adjust their level of inspection based
on the perceived risk of counterfeit components from specific sup-
pliers. To develop this value, a notional curve (shown in Figure A7)
was established relating a perceived manufacturer risk score to a

desired counterfeit detection rate with values, based on discussion
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with Navy counterfeit detection experts. The curve represents the
scenario where there is a desire (objective value) to capture 95% of
counterfeits if 25% or more of items from a supplier are counterfeit, but

the stakeholders are okay capturing 80% of counterfeits if only 15% of

items from a supplier are counterfeit (threshold value).

The Counterfeit Component Detection outflow feeds into a

Detected Counterfeit Components stock array. The Detected Coun-
terfeit Components stock array feeds several converters used for

calculation purposes, including the Total Detected Counterfeit Compo-

nents converter, the Total Detected Counterfeit Components by Mfr
converter, and the Total Detected Counterfeits by Mfr converter.
Counterfeit LRU detection is modeled in the same way as counter-

feit component detection. A Counterfeit LRU Detection outflow removes

counterfeit LRUs from the Counterfeit LRUs arrayed conveyor stock

set by a Counterfeit LRU Detection Rate converter. Like the compo-
nent detection rate, the Counterfeit LRU Detection Rate converter is
user-selectable as a fixed or variable detection rate. If a fixed rate is

selected, the Counterfeit LRU Detection Rate converter is set to the value

85UB017 SUOWIWOD SAEaID 3|cedl|dde 8Ly Aq peusenob ae Sa(oiie O ‘8sN JO S9InJ 10} ARIq1T8UIUO A8]1A UO (SUOIPLIOD-PUe-SWLBY W00 A8 | AReq Ul Uo//Sdiy) SUORIPUOD pue swie | au8es *[5202/70/82] Uo Akliqiaul|uo A8 (1M *[00uos arenpelbisod AeN Ad 8/T2'SAS/Z00T 0T/I0P/W00" A8 | ImAfe.q1Bul|UO'8s00ul//SdNy Woj pepeoiumod ‘Z ‘520z ‘8689025T



PORTERET AL.

WILEY -2

Detection Rate:

Desired Counterfeit Detection Rate

0.95

0.15 0.2 0.25 0.3

Perceived Manufacturer Risk Score

FIGURE A7

LRU Demand.Order Volume

Cumulative Error

Empirically determined variable counterfeit detection rate.

g
.
<

Integral Error

O

PIDu

Control Feedback

I+

LRU Production and
Counterfeit Detection.Total LRU
Production

FIGURE A8 The Production Control module implemented as a PID controller.

of the Fixed Counterfeit LRU Detection Rate which is adjustable in the
user interface panel (and shown as a pink converter in Figure Aé).
If a variable rate is selected, the Counterfeit LRU Detection Rate con-
verter is set by an arrayed Counterfeit LRU Detection Rate Equation

converter.

A3 | Production Control Module

The Production Control module (Figure A8) ensures that production
tracks demand as the simulation evolves so that the market price is not
driven to extremes by significant misalignments between supply and

demand. As the model does not attempt to replicate complex supply
chain dynamics (cascading orders, etc.), this method of manually adjust-
ing production was chosen as a simple way to replicate a normally
functioning supply chain.

The module receives two inputs including the Order Volume stock
from the LRU Demand module, and the Total LRU Production converter
from the LRU Production and Counterfeit Detection module. These
elements are used to calculate the simple difference via Error = Order
Volume—Total LRU Production. The Error value converter feeds three
calculation paths including a proportional term calculation (based on
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FIGURE A9 Graphical representation of the economics module.

the instantaneous error), an integral term calculation (based on the
cumulative error), and a derivative term calculation (based on the rate
of change of the error). Each calculation includes an error term multi-
plied by a user-adjustable gain value (Pgain, Igain, and Dgain converters,
highlighted pink in Figure A8). These terms are aggregated into a single
value (PIDu) that is applied as a multiplier to manufacturer through-
put at the component stage of the LRU Production and Counterfeit
Detection module. In this model, PIDu must be constrained as non-
negative because applying a negative multiplier to the production rate
would imply reversing flow in the production process, and this is not

representative of real-world supply chains.

A4 | Economics Module

The Economics module conveys the aggregate market forces that drive
the market price of the LM2500 engine control module. An increase in
the demand for additional units above and beyond the supply on hand
results in an increase in the market price.

The Economics module is relatively straightforward, as shown in
Figure A9. A single stock Market Price describes the anticipated price
per unit at the given time step, with one inflow (Price Growth) and one
outflow (Price Decrease). Furthermore, the increase in the market price
for the LM2500 engine control LRU is influenced by the Inflation Rate,
which is provided as a discrete input of the actual US inflation rate
during each month of the period of the simulation.

Due to lack of available information (e.g., actual counterfeit detec-
tion levels of effort and efficacy at each step of the supply chain,
actual counterfeit insertion costs, profit margins, incentive thresholds,
etc.) the overall model is based on several assumptions that preclude
detailed incorporation of market price as a driver in the LRU Pro-
duction and Counterfeit Detection module. However, the SD model
does incorporate market price influences in the LRU Assembly Through-
put (includes Malign intent) calculation, previously described, wherein
a market price of less than $3,000 drives an intentional increase in
ersatz counterfeit LRU production to flood the market with coun-
terfeits and thereby drive up the market price (Figure A10). This
approach represents a subversive way that global actors with sub-
stantial microelectronics supply chain influence can achieve malign

outcomes without direct involvement in malign counterfeiting opera-
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FIGURE A10 Impact of artificially increased production when
market price is less than $3000.

tions (i.e., driving market conditions to incentivize ersatz counterfeiting

with a malign intent.)

APPENDIX B: INTERFACE PANELS

The interface panel for the model is intended to provide the user with a
simplified means to adjust key variables, run the simulation, and visu-
alize the effect on key parameters. The interface panel (Figures B1
and B2) allows the user to explore the specific question, “Is it more
effective to target detection efforts at the component level or at the
LRU level?” as described in the main body of the article.

The main panel contains two user-adjustable variables that corre-
spond to previously described converters including Counterfeit Com-
ponent Detection Rate and Counterfeit LRU Detection Rate, presented
as sliders with green text, positioned at the top left. After setting
the desired values, the user then executes the simulation. The graphs
include a plot of Order Volume (at mid left); a plot of Market Price (at
bottom left); a plot showing total Component and LRU production and
total Undetected Counterfeit LRUs (at top right); and a plot showing
the level of effort (LOE) on component detection, LOE on LRU detec-
tion, and total detection LOE (at bottom right). The panel also displays
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25U901] SUOLLILLIOD BAITER.D 3|ed1 dde U Aq peuAcb a1 SPIL YO 198N J0 3N o) AZIq1 ] BUIIUO /31 U (SUONIPLOO-PLE-SLBY WD AB | 1M AReJqjfpuIuO//SA1Y) SUONIPUCD PU S | aU) 39S *[5202/70/BZ] U AReig1 2UIUO AB]IM |00U0S SEnpeIBisod /e Ad G8/T2'SAS/200T 0T/10p/Lo0 3 v ARRIqIPUIIUO'aS00U/:SAIY oI Papeojumod ‘2 'G20Z '8389025T



7 | WILEY

PORTERET AL.

eight numerical data fields including the current value of order volume,
current quantity of LRUs in supply, total production of components and
LRUs, the total quantity of undetected counterfeit LRUs, the percent of
counterfeits detected, total LOE spent on component detection, total
LOE spent on LRU detection, and overall total LOE spent on counterfeit
detection.

Page 2 of the user interface panel (Figure B2) includes three verti-
cal sliders where the user can adjust the gain parameters on the PID
control that drives the production rate. The plots on the right side of
the panel show Order Volume and Supply Demand Ratio (top right),
the PIDu value (middle right), and the individual Pterm, Iterm, and Dterm
values (bottom right), to assist the user in tuning the gain values.
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