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In Situ Resilience Quantification for Microgrids

Priyanka Mishra, Peng Zhang, Scott A. Smolka, Scott D. Stoller, Yifan Zhou,
Yacov A. Shamash, Douglas L. Van Bossuyt, and William W. Anderson Jr.

11.1 Introduction

11.1.1 Background and Motivation

Resilience quantification using probabilistic analysis [1] of high-impact low-probability (HILP)
events [2] has been a mainstream approach for traditional interconnected power systems. These
probabilistic approaches are not designed to be carried out in real time, which is necessary for a
microgrid powered by uncertain distributed energy resources (DERs). In such a situation, a method
that incorporates the time-varying operating conditions irrespective of the model is needed, and in
situ resilience of the microgrid becomes critical [3].

“In situ resilience” refers to the ability of a system to reestablish functionality without relying on
external resources [4]. To date, there do not exist any proactive operational strategies for quantify-
ing the in situ resilience of microgrids. In [5], the concept of a “disturbance and impact resilience
evaluation curve” is developed, which quantifies the resilience of a dynamical power system in
terms of a robustness degree: the degree to which a microgrid can function correctly in the presence
of stressed conditions post-disturbance [6]. However, the computation of the robustness degree of
a microgrid is left as an open problem.

The literature contains several methods for evaluating the robustness of microgrids. One such
approach [7] is to determine the size of the largest connected component post-disturbance. This is
an offline approach that requires information on the number of generators or power plants con-
nected to the microgrid. For the computation of robustness in real time, signal temporal logic (STL)
is utilized in different ways. Standard STL robustness is used in [8] to quantify the extent to which a
signal can be perturbed in space before affecting property satisfaction. In [9], STL time robustness
is used to provide an equivalent notion of perturbation for Cyber-Physical Systems.

Inspired by these approaches, this chapter develops an STL-based technique for in situ resilience
quantification of microgrids. Physically, resilience means robustness to disturbances (invulnerabil-
ity) along with fast recovery (recoverability) by reducing non-robustness. Thus, a positive robustness
degree corresponds to how long the property remains satisfied post-disturbance and can be used
as a metric of invulnerability. Similarly, a negative robustness degree corresponds to how long the
property remains unsatisfied post-violation and can be used as a recoverability metric.

Our main contribution is a novel STL-based method that captures system traces (e.g. time-series
nodal voltages and active and reactive power), checks system robustness based on the STL
requirements, and then determines in situ resilience of the microgrid system using the evaluation
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Figure 11.1 In situ resilience evaluation in terms of the positive degree of the robustness curve
(Invulnerability) followed by the negative degree of robustness (Recoverability). Shaded areas indicate when
the depicted system trace (measured signals) falls within the required operating zone. Upon an event
occurrence (i.e. disturbance) at time t,, the system seeks to behave resiliently by keeping the trace in the
required operating zone. At t;, the system can no longer withstand the disturbance, and thus the robustness
degree becomes negative. After the event ends, the system succeeds at time ¢, to recover to the desired
operating zone.

procedure shown in Fig. 11.1. The novelty of this work lies in its: (1) incorporation of time-varying
operating conditions; (2) independence from the microgrid model; and (3) its capability of
quantifying in situ resilience in real time. The efficacy and effectiveness of our approach are
demonstrated in the context of various operational scenarios in a representative microgrid.

11.2 STL-Enabled In Situ Resilience Evaluation

This section introduces in situ resilience quantification for microgrids, employing locally measured
signals. First, for a given signal, the robustness degree is computed, which provides the extent
to which the signal satisfies the STL requirement (Invulnerability), and subsequently violates the
STL requirement (Recoverability). Then, a resilience quantification metric is devised based on the
microgrid’s robustness degrees of invulnerability and recoverability. The STL-based approach for
resilience quantification is illustrated in Fig. 11.1 using a trace that is a collection of signals mea-
sured over time. The microgrid trace is passed through the STL monitoring process that evaluates
it against a predefined formal requirement. This results in a positive robustness degree as long as
the signal lies in the STL-required zone. Any violation of the STL requirement results in a nega-
tive robustness degree. The magnitude of the robustness degree indicates the invulnerability of the
microgrid against a disturbance when positive, and recoverability when negative. These computed
invulnerability and recoverability values can be combined to obtain an overall resilience quantifi-
cation metric in one dimension.

11.2.1 Robustness Computation Using STL

The robustness degree for a given STL formula ¢ is evaluated over a trace o for a given microgrid.
STL formulas have formal syntax and semantics. The syntax describes the structure of STL for-
mulas, while the semantics describes the meaning of the formulas and the rules to evaluate them.
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11.2 STL-Enabled In Situ Resilience Evaluation

The syntax of STL formulas is defined as [9]:

@ =pl-olo, Ao, |0V, 0, (11.1)

where p is an atomic proposition; ¢, and ¢, are STL formulae; -, A, and U, respectively, denote
Boolean negation, Boolean conjunction, and the until temporal operator. 7 is an interval over R,
where R is the set of real numbers. Real-valued outputs measured over time are considered to be
signals, whereas a collection of signals forms a trace. For example, if voltage V(¢), active power P(t),
and reactive power Q(t) are three measured signals over time ¢, then o(t) = V(¢), P(t), Q(¢) is the
corresponding trace. Intuitively, o(t) defines the behavior of the system over time ¢. ¢,, and ¢, are
STL formulas. STL formulas can be true or false as captured by STL’s Boolean semantics, which
provides the robustness degree for the satisfaction of STL formulas.

For a signal y in trace o, let y(o(t)) denote the value of y at time ¢. Given an STL formula ¢ and
trace o over time t, the quantitative semantics y(g, o, t) is defined as:

2(y 2 0,0,0) =y(o(b)
x(0@.0.t) = —x(@,0.1)
/‘(((pl A (p27 67 t) = min(/}/((pp 0-7 t)? X((pza o, t))

U ,0,1) = max min ,o,t'), min ,o,t"
X(@1V; @2, 0,0) = max min(y(gy, 0, 1), min (¢, 0,17))

(11.2)

Such quantitative semantics provide a real value representing a quantitative measure of the satis-
faction or violation of an STL formula ¢. STL’s Boolean semantics y, provide Boolean outcomes
by capturing the satisfaction or violation of an STL formula ¢.

Given an STL formula ¢, trace o, and time ¢, the Boolean semantics yg(¢, o,t) is defined as [9]

1, (c.HFo

-1, (c.)Fo (11.3)

ZB(Q’ o, t) = {
where ¥ indicates that o satisfies ¢ at time ¢; ¥ indicates o does not satisfy ¢ at time t. See [9].
Given an STL formula ¢ and Boolean semantics yj for system trace o over time ¢, time robustness
0% can be evaluated as [10]:

0" (@,0.,t) = yg(@,0,t) -max{r >0 : V1t €[t,t+ 1], yg(@,0,t') = y5(p,0,0)} (11.4)

where max is maximum. Time robustness, as defined by (11.4), will be positive/negative for as long
as o satisfies/violates ¢ starting from time ¢.

System requirements are formally defined in terms of STL formulas. Therefore, a negative robust-
ness degree indicates the extent to which a system trace violates a given STL requirement. However,
the robustness degree becomes positive as soon as the trace enters the STL-required zone. This is
discussed further in Section 11.2.2.

11.2.2 STL Requirements for Microgrids

A requirement is a formal specification of the acceptable operation of a microgrid. Resiliency,
which is related to stability, is the requirement that a microgrid always resumes stable operation
post-disturbance. The notion of resiliency is temporal in nature and hence requires monitoring of
the microgrid over time. STL, a temporal logic, is well-suited for reasoning about resiliency.

STL requirements of a microgrid are defined based on voltage stability criteria [11] during normal
operation. Angle stability is not applicable to microgrids without rotating machines and long lines;
it can be added if needed. Microgrid requirements can be formalized in STL based on their output
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signals: output voltage, active power, and reactive power. For the jth bus, STL requirement ¢; can
be formulated as:

d)j = (Pj = ijax) A (dP]/dVJ <0A (Qjmin < QJ)
NAQAV, > O AV, <V <V, )

ax

(11.5)

where Vi), P(0), and Q;(0) denote the jth bus voltage, output active power, and reactive power at
time ¢, respectively; all of these values are tracked in trace oj. PJ ,Q. ., V. ,andV; are the

R o . max’ “Jmin’ " Jmin Jmax
safe operating limits for P;, Q;, and V}, respectively. Once the requirements are set, resilience can
be quantified using robustness degree as discussed in Section 11.2.3.

11.2.3 In Situ Resilience Quantification Mechanism

In situ resilience is quantified in terms of invulnerability and recoverability (values I and R, respec-
tively), both of which are based on the time robustness degree of STL requirements ¢;. In the
process, resilience monitoring will be performed locally on a per-bus basis. For in situ resilience
quantification, trace o () = V(t), P(t), Q(¢) is passed through an STL monitoring process which upon
the occurrence of an event/disturbance (at time ¢, in Fig. 11.1) begins evaluating the robustness
degree 6% of ¢; for the purpose of invulnerability and recoverability quantification. A positive 6*
value indicates the microgrid’s degree of invulnerability. As soon as % turns negative (at time ¢;
in Fig. 11.1), quantification of the microgrid’s recoverability begins (ending at time ¢, in Fig. 11.1).
Collectively, a smaller (absolute value of) R and a larger I value represent greater resilience.

Invulnerability and recoverability values can be combined in a weighted sum to obtain an overall
resilience metric ¢, with weight a € (0, 1):

_ I B I+ |R|
g_a(H_lRl)ﬂl a)( R > (11.6)

Modulus operator | - | is used to obtain a positive ¢, with I + |R| serving as a normalization factor.

11.3 Case Study

11.3.1 Experimental Setup

We have implemented the proposed resilience monitoring algorithm in MATLAB R2021b using
the Breach tool [12]. For a given trace, STL’s Boolean semantics (11.3) of STL formula (11.5) is
used, such that the measured outputs V(t), P(t), and Q(t) are described as a finite sequence of
time-stamped points. Such a sequence of points is considered to be piece-wise linear via interpola-
tion in the Breach tool. The minima and maxima of these points are computed over a sliding time
window through an optimal streaming algorithm. Breach can accommodate temporal aspects by
employing the until operator in addition to the Boolean operators.

11.3.2 Experimental Results

The proposed in situ resilience evaluation method is applied to the CIGRE benchmark microgrid:
a 12.47kV microgrid with 8 DERs equipped with droop controllers [13], as shown in Fig. 11.2.
The measured time-series data (i.e. trace) is collected at a time step of 1 ms. We set « = 0.5,
Vpin =09 pau., and V., =11 p.u. Events such as DER and load disconnection represent
considerable operational risks to the system. Quantification of the in situ resilience of the system

to such disturbances is imperative so that the requisite action can be taken.
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Figure 11.2 CIGRE microgrid with DERs.

11.3.2.1 DER Disconnection

Consider the event where two DERs, each with a 20-kW rating, are disconnected from buses 3 and 4,
causing high-demand, low-generation conditions on the microgrid. The impact of this event on
bus 3’s V;, dP; /dV;, and dQ, /dV; in terms of their Boolean semantics is shown in Fig. 11.3(a)—(c),
respectively. All of these signals are tracked in trace o5 and its Boolean semantics are shown in
Fig. 11.3(e). The robustness of the system in terms of I is calculated while the Boolean semantics is
1; otherwise, R is calculated. For each I-|R| pair, the resilience metric ¢ is given in Fig. 11.3(d).
¢ increases with an increase in I and attains a value { = 0.787 for I = 20 and |R| = 61. This is
reflective of the microgrid’s resiliency and its ability to regain stability after the disconnection
of the DERs.

11.3.2.2 Load Shedding

A step change of 27kW in the pure resistive load (R;,,q) and in the combined resistive and
inductive load (RL;,4) of 16.8 kW and 12 kVAr, respectively, have been created at bus 3 to cause
high-generation and low-demand conditions in the microgrid. Figurel1.4(a) shows the impact of
several step load changes on bus 3’s voltage levels and power flows. System robustness for these
conditions is shown in Fig. 11.4(b). The microgrid requires low R to attain STL requirements
(11.5) for RL,,q4, indicating that the microgrid is more invulnerable to the sudden change in
RL; .4 than R; ;. However, the microgrid requires time to stabilize when a large load is suddenly
disconnected. The results in Fig. 11.4(c)—(d) show that the microgrid exhibits a high I value (more
resilient) and a high |R| value (less resilient). This highlights the advantage of the STL-based
method in quantifying resilience with changing loading conditions, rendering real-time resilience
monitoring functionality for dynamical systems.
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Figure 11.3 Bus 3's (a) V5, (b) dP;/dV, and (c) dQ,/dV; signals and their Boolean semantics. (d) (/, |R|, ¢)
triples. (e) Robustness degrees of / (orange) and |R| (green) and Boolean semantics of trace o5. Shaded areas
in (a@)—-(c) indicate STL-required operating zones. Blue vertical lines in (e) show +1 Boolean semantics.

11.3.3 Comparison with Existing Method

The performance of the proposed method is compared with the existing method [1] for DER discon-
nection in the given microgrid. For the quantification of the resilience metric (¢) of the microgrid,
the method in [1] computes invulnerability (I) and recoverability (R) using the total power delivered

P, and total power demand D, at time ¢. Its definitions of I, R, and £ are:

r=
DtS
tr
Zl:ti Dz _Pz
R=1-"—"—

[V
Zl:tz Dt
E=al+(1—-a)R
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Figure 11.4 Bus 3’s (a) V5, dP;/dV, and dQ;/dV; signals and their Boolean semantics (dotted lines
represent RL.,); (b) Robustness degrees of / (orange R, 4 and black, RL ;) and |R| (green R ., and red
RL,,.4), and Boolean semantics of trace o5; (c) (/, [R], ¢) triples for RL, 4 and (d) for R 4. Shaded areas

indicate STL-required operating zones.

where P, and D, are the total power delivered by the available sources and the demand, respec-
tively, immediately after the disruption; ¢, is the time of disruption. ¢, — ¢; is the recovery period. The
constant a € [0, 1] is a weight. In situations where the information about power delivered or load
demand for one or more nodes is not properly delivered to the microgrid operator, the computed I
and R values will be erroneous. In contrast, the proposed method utilizes local data for resilience
quantification. It thus performs local (per-bus) resiliency monitoring and monitored activities on
one bus have no bearing on those of another bus. This highlights a significant difference between

the two methods.

Performance comparison of the two methods is carried out using the microgrid of Fig. 11.2.
A critical event is created, where two DERs, each with a 20kW rating, are disconnected - from
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Figure 11.5 Total power and demand information acquired by microgrid operator in case-1.
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Figure 11.6 Total power and demand information acquired by microgrid operator in case-2.

buses 3 and 4, respectively - causing high-demand, low-generation conditions in the micro-
grid. Under such an event, two cases are considered. In case-1, the operator acquires all of
the power-delivered and power-demanded information, as shown in Fig. 11.5. This results in
I =0.806, R =0.817, and resilience metric value & = 0.812 for the microgrid (see Table 11.1).
In case-2, the operator does not have access to the information on bus 3. Figure 11.6 is reflective
of the smaller total-power-delivered and total-demand values acquired by the operator. Table 11.1
shows the computed & = 0.59, which is incorrect. These results confirm that the existing method
incorrectly quantifies the resilience of the microgrid in the case of missing bus information.

The I, R, and resilience metric ¢ values computed using the proposed method are given in
Table 11.1. It is observed that for case-1, the values of {; = 0.787 for bus 3 and {, = 0.81 for bus 4. The
average of the two ¢ values is 0.7985, which is approximately equal to the resilience metric £ = 0.812
obtained with [1]. This is because both methods are closely related to the duration of the power
versus demand imbalance in the microgrid post-disturbance. The expression P, /D, for I increases
as a function of the available power at the time of the disruption ;. Presumably, the more available
power at t,, the longer the microgrid can remain invulnerable post-disturbance; i.e. the time
robustness degree for I in the proposed formulation increases. Similarly, R depends on the expres-
sion Zi": , D — P The faster P, approaches D,, the shorter the microgrid’s recovery period; i.e.
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Table 11.1 Comparative assessment of proposed and existing method [1].

Proposed method Existing method
Bus 3 data Bus 4 data Global data
Cases Iy [Rs| s 1, A Ca ) R &

Case-1 20 61 0.787 21 58 0.81 0.806 0.817 0.812
Case-2 20 61 0.787 21 58 0.81 0.57 0.61 0.59

the time robustness degree for R in the proposed formulation decreases. The experimental results
show that the two methods produce similar results when applied to the microgrid of [13]. This
demonstrates the proposed approach’s ability to accurately quantify the resilience of the microgrid.

Similarly, for case-2, the proposed method accurately calculates ¢, = 0.81 using local bus 4 data
and is not affected by the unknown state of bus 3. It is worth noting that [1] uses global information
P, and D,, whereas the proposed approach employs local bus data for the { computation. The com-
parative performance analysis highlights the advantage of the proposed method over the existing
technique in quantifying the resilience of the microgrid using only local data.

11.4 Conclusion

This chapter introduces an STL-based technique for estimating in real time in situ resilience of
microgrids by computing the time robustness of an STL formula capturing the system’s operational
limits over a measured system trace. Case studies show the ability of the STL-based method not only
to quantify in situ resilience but also to identify resilient microgrid trajectories in terms of invul-
nerability and recoverability. This makes it particularly useful for real-time resilience monitoring.

11.5 Exercises

1. Consider a variant of resilience in which a recovery period (from a violation of an STL property ¢)
is followed by a durability period (during which ¢ remains true). How would Fig. 11.1 change
in this case?

2. Give quantitative semantics for atomic propositions of the form y > y’, where y and y’ are signals
in trace o. Hint: The answer is similar to the quantitative semantics for y > 0 in Eq. (11.2).
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