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ABSTRACT 
Defense in Depth (DiD) is a key design principle helping to 

improve the safety of complex systems in domains like nuclear 

power, oil and gas, and mining. DiD affects the basic design of 

the system because it contains requirements for isolation, 

diversity and safety divisions. If the DiD assessment happens 

late in the design process, there is a risk of costly redesign and 

project delays. To avoid this issue, this paper refines a set of early 

DiD assessment design rules and proposes a model-driven 

methodology for early assessment of the implementation of the 

DiD capabilities of a complex system design. The topology of 

the different design aspects of the system under study 

(mechanical, electrical, human factors, and others) and the 

dependencies between system elements are captured in a High 

Level Interdisciplinary Model (HLIM) that also holds DiD 

specific attributes. The resulting system model is assessed 

against the proposed set of DiD rules and requirements, and then 

it can be improved according to the results. The methodology is 

applied to a case study of an early nuclear power plant model of 

a spent fuel pool cooling system. The proof-of-concept software 

tool developed for early DiD assessment and presented in this 

paper is able to identify undesired dependencies between system 

elements of redundant systems, of different defense lines and 

other DiD related weaknesses. This provides practitioners with 

insights into potential vulnerabilities in the design and enables 

focused redesign to address the identified problems early in the 

design process. 

 

INTRODUCTION 
The design of complex, safety-critical, and sociotechnical 

systems is challenging because of the system’s emergent 

behaviors and unexpected events that can lead to system failure. 

In particular, complexity is caused by interactions between 

different elements of the system such as process, electrical, and 

automation systems; the environment; and human users. 

Examples of major accidents show that interdisciplinary failure 

propagation paths can contribute significantly to emergency 

situations [1]. In these cases, we believe that traditional 

reliability-based safety assessment methodologies are not 

enough to capture complex emergent system failure behaviors 

and new design principles should be introduced [2]. 

Defense in Depth (DiD) is a set of design principles that are 

widely applied in industry to control risks [3]. It is also required 

by regulators in critical domains like the defense industry, oil and 

gas, and nuclear power  [4]. DiD principles affect the basic 

structure of the system under design and it is not easy to add them 

later in the design process without very costly redesign. 

Therefore, there is a need for early assessment of the overall 

safety architecture. 

In this paper we propose a model-based, computer 

supported, multidisciplinary methodology for early assessment 

of a subset of DiD capabilities. We demonstrate the method on a 

spent fuel storage pool at a nuclear power plant. 



 2 Copyright © 2017 by ASME 

LITERATURE REVIEW 

Introduction to DiD principles 

Defense in Depth (DiD) is an approach to control risks with 

multiple layers of protection. While historically conceived as a 

military strategy, DiD in now widely used in industry and 

society. Typical domains that use DiD design principles are the 

process industries [3], oil and gas [5], mining [6], and medicine 

[7]. For decades, DiD has been the cornerstone of nuclear safety 

as well [8].  

The core principle of DiD is that a variety of systems are put 

in place to control different potential situations that range from 

normal plant operation to the management of accidents. These 

systems are layered in DiD levels. The tasks of each DiD level 

are performed by systems arranged as independent and 

consecutive defense lines. If one defense line fails, the following 

defense line is designed to prevent or mitigate the consequences 

of the first failing. In addition to physical barriers against release 

of radioactive material (e.g. fuel cladding, primary coolant 

boundary, and containment structure) in nuclear power plants, 

DiD covers various technical and organizational means; for 

example, separate systems for normal operation, reactor 

protection and emergency situations, plant layout (safety 

divisions), access control, and emergency response 

organizations. While the application of DiD has been widely 

accepted, the Fukushima disaster shows the importance of 

external events, organizational factors, emergency preparedness 

and spent fuel pool safeguards [9]. Thus, a multidisciplinary 

approach is needed in the design and analysis of the overall DiD 

architecture. 

Various intended and hidden dependencies are a major 

source of complexity in safety-critical, and sociotechnical 

systems. The IAEA and EPRI have good coverage of DiD 

requirements and regulations for the nuclear power industry [10-

12].  The requirements and regulations can be summarized as 

requiring independence between DiD systems, safety critical 

systems should be independent from secondary systems not 

critical to the safe operation of the plant, systems performing 

safety functions must have at least two and preferably three 

independent redundant systems, and Common Cause Failures 

(CCFs) due to identical hardware across redundant safety 

systems must be minimized. These requirements and regulations 

outline the need to understand dependencies. While interactions 

are necessary for system functionality, unnecessary and 

potentially dangerous dependencies must be identified and 

removed early in the design process. Therefore, dependencies are 

a key issue in DiD analysis.  

The many requirements and recommendations from the 

nuclear power industry are concerned with the existence and 

degree of various types of dependencies in plant design. In 

addition, the possibility of CCF is a major concern in safety 

analysis. Safety classification is used to identify the most critical 

parts of a system’s design. Today, Probabilistic Risk Analysis 

(PRA) and related methods are typically used for the analysis of 

DiD capabilities [8, 13]. While PRA captures many DiD issues 

and helps plant designers to assess the safety of a nuclear power 

plant, we state that structured models and reasoning rules need 

to be developed to give answers to questions such as “Are these 

systems independent?” or “Are the regulatory DiD requirements 

satisfied?” early in the design process before large architectural 

decisions have been made. 

Four concepts in DiD are important to mention in the 

context of this paper including redundancy, physical separation, 

functional isolation, and diversity.  Redundancy refers to the 

existence of more than one means for performing a required 

function [14]. A common example is the “m out of n” structure, 

wherein at least m of the total n items must be functioning to 

maintain the ability to perform the required function. 

Physical separation refers to the separation of systems or 

components from one another by means of adequate barriers, 

distance or geometry, or combinations thereof [4, 11]. In our 

understanding, the key idea is to prevent propagation of harmful 

physical phenomena. Examples include flooding, fire, missiles, 

and chemical explosions [12]. 

Functional isolation is defined by [4] as “prevention of 

influences from the mode of operation or failure of one circuit or 

system on another”. Functional independence is a condition that 

exists when successful completion of a system’s required 

functions is not dependent upon any behavior, including failures 

or normal operation, of another system, or upon any signals, data 

or information derived from the other system [12]. Stated in the 

context of this paper, the purpose of functional isolation is to 

reduce dependencies (e.g. information flows, synchronization 

issues, common cause failures) between functions instead of 

system components. The means can be purely functional (no 

signals), software-based (protocols) or physical (one way links 

or no signal paths). 

In general, diversity refers to the condition of being 

composed of differing elements. The IAEA [4] characterizes 

diversity as “presence of two or more redundant systems or 

components to perform an identified function, where the 

different systems or components have different attributes so as 

to reduce the possibility of common cause failure, including 

common mode failure”. There are many types of diversity based 

on operating principles, design methods and organizations, and 

implementation technologies [15]. The purpose of diversity is to 

improve system dependability by limiting the risk of CCFs, 

especially systematic CCFs. 

Related work 

To support DiD assessment, we have developed tools to 

analyze dependencies in the overall system architecture at the 

early stage. In this, we have applied existing research and 

technologies. For example, dependency modelling has been an 

active research field in multiple domains such as critical 

infrastructure protection [16] and [17]. In addition, our approach 

is based on Model-Based Systems Engineering (MBSE). We 

define MBSE as INCOSE does: “MBSE is the formalized 

application of modeling to support system requirements, design, 

analysis, verification and validation [activities] beginning in the 

conceptual design phase and continuing throughout development 

and later life cycle phases” [18]. The difference between MBSE 
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and traditional system engineering is in the use of formalized or 

semi-formalized machine-readable models instead of non-

structured drawings and word processing documents. This does 

not mean that documents are not used in MBSE, but it does mean 

that MBSE is based on structured models rather than on 

documents. 

Models enable computer-assisted verification & validation 

and system analysis, including safety analysis (i.e. Model-Based 

Safety Analysis, MBSA), such as FMEA (Failure Modes and 

Effects Analysis) using the Unified Modelling Language (UML) 

[19], formal (mathematical) modeling [20] and special purpose 

modeling (e.g. Module-based Failure Propagation (MFP) 

modeling used by Noh et al. [21]). Sandberg et al. [22] apply 

architecture modeling using the EAST-ADL2 architecture 

description language to assist Preliminary Hazard Analysis 

(PHA) of automotive embedded systems. Zhang et al. [23] apply 

Architecture Analysis and Design Language (AADL) to create 

both a control software model and its error model, and they 

finally apply a Markov chain model derived from the AADL 

models to compute the probabilities of error states of 

components and thereof of the whole system. Several metrics 

have been proposed for measuring the dependency between 

system modules [24]. In this paper, we use UML metamodeling 

for early system architecture models that enable computer 

assisted identification of DiD requirement violations.  

METHODOLOGY 
The proposed methodology provides a framework for early 

assessment of DiD design of complex cyber-physical and 

sociotechnical systems.  The primary contribution of this 

research is a method for assessing DiD during early system 

design so that redesign can be performed before significant 

architectural decisions have been made. 

An overview of the methodology is presented in Fig. 1. 

There are four major elements required to successfully employ 

this method including a system model, a technique to assess the 

system specifically for interdependencies, and a set of criteria 

used to interpret the results of assessment technique. The 

research in the paper clearly defines the first two, while we 

understand the third is clearly and highly dependent on the 

context. As an example of the third, the level of allowed 

dependency is contingent on the level of system safety. Thus, a 

nuclear power plant would be stricter than an autonomous 

vehicle used for mapping terrain. As a result, the methodology 

presented in this section focuses on describing the system models 

and the technique developed to assess them. 

The overall process used to employ this methodology starts 

with the early design of the system under study.  The practitioner 

then gathers the DiD requirements relevant to the system. These 

requirements are then mapped to rules that can be checked 

against the High Level Interdisciplinary Model (HLIM) of the 

system. The HLIM is a new model proposed as a part of this 

research. This model contains: 

1. a functional model to capture the functional decomposition 

of the system, a basic functional hierarchy, and mark the 

points of functional redundancy, 

2. a diagram for every design discipline (e.g., electrical, 

process, human factors, environment, automation) with the 

basic system topology and with links to elements of other 

disciplines when needed, 

3. diagrams which model the mappings between function and 

system components, and the environment and system 

components.  

The generation of these dependency diagrams can be 

facilitated by the use of the engineering database of the system 

under development as a data source, if it is available. When this 

modelling work is done, the DiD rules can be checked using a 

software that will treat the HLIM as a graph and try to find 

dependencies that break the DiD rules and also consider DiD 

related system component attributes, such as the technology used 

for the implementation and the allocation into safety divisions. 

The feedback of this assessment needs to be evaluated, and either 

the early design is considered acceptable or changes need to be 

made. Changes at this early phase of the design are much more 

efficient than later in the design process [25].  

The key to the proposed methodology is the 

interdisciplinary models of the system under study. In MBSE, 

engineers create, communicate and analyze a structured model 

of a future system. Various model elements represent its 

structure, properties, and behavior of the system. The systems 

that we consider here are real-world entities consisting of system 

elements, such as equipment, software and people, all located in 

an operational environment. A system function is understood here 

as a capability of a system to act in some way. For example, a 

pump has the capability to create a water flow. Manual actions 

and tasks are considered as “functions” of the human operator. 

Function is an abstract concept used for design purposes only 

and does not have a direct counterpart in the real system. For 

example, a “control temperature” function of a digital I&C 

system is actually realized as a software component (system 

element) running on a programmable controller. For a detailed 

background for our modelling approach see [26]. 

Identifying the internal topology and dependencies of the 

system is essential for reasoning fault propagation paths. System 

 
Figure 1 Flow chart showing the overview of the 

proposed iterative early DiD assessment methodology 
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elements and functions are linked together with connectors (e.g. 

cables and pipes), flows (e.g. information transfer) and are 

decomposed to parts (i.e. to lower level system elements) as far 

as is appropriate for the design stage. Connectors perform the 

flows (in one or two directions) and may provide barriers against 

harmful physical phenomena. In the general case, the functions 

of parts collaborate in different configurations to perform a 

higher system-level function. In high-reliability systems, typical 

redundancy patterns, such as 2 out of 3 systems being required 

to function properly to prevent a failure, are important examples 

of failure tolerant configurations of system elements and 

functions. These patterns determine how failures in inputs can 

propagate to the outputs.  

 We consider here what kind of interdependencies might be 

observed in a nuclear system modelled according to the 

principles above. A more detailed discussion on the topic can be 

found, for example, in [27]. For the purposes of this paper, the 

following dependency types are the most relevant: 

 ● Function → Function: Function needs material, energy 

or information from other functions. 

● System element → Function: System element 

“performs” its functions, failure leads to degraded performance 

or total loss of the functions. 

● Function → System element:  To be able to operate, a 

system element needs services (e.g. power or cooling) from 

various support systems. 

● System element → System element: Physical 

phenomena (e.g. heat or high voltage) in a system element may 

disturb or damage adjacent equipment or equipment physically 

connected to it.  

● Location → System element: Captures effects of the 

element to the space and vice versa, e.g. effects of environmental 

conditions (e.g. humidity) in a space (e.g. a room)  on the 

installed equipment. 

● Technology → Function, System element: 

Development methods, organizations, tools and implementation 

technologies may lead to dependencies and Common Cause 

Failures (CCFs).  

 As described above, functional isolation, physical 

separation, redundancy and diversity are ways to reduce 

unwanted dependencies. For model-based analysis, the 

dependency types should be defined more exactly, for example:  

 ● Function A is functionally dependent on function B, if 

the functional model contains a flow path from B to A.  

● Function A is functionally dependent on system element 

C, if A is performed by C OR if there is a function B such that A 

is dependent on B AND B is “performed” by C. 

● System element A is physically dependent on system 

element B, if there is a path of connectors from B to A OR if A 

AND B are located in the same space.  

 
Figure 2 A UML profile for High Level Interdisciplinary 

Models based on UML class diagrams (partial). DiD 

specific attributes have been added to facilitate the DiD 

assessment 

 

 
Figure 3 An overview of the case study, the spent fuel 

cooling system of a Nuclear Power Plant with two 

redundant cooling loops and an emergency cooling 

system 

 

 
Figure 4 The simple functional model of the case study 

which captures the redundancy relationship between the 

two cooling systems 
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● System element A is physically dependent on space B if 

it is located in B OR if it is located in a space that is dependent 

of B through a path of connectors.  

Instead of no or full dependency, there is a certain degree of 

“coupling” between system elements and functions. We propose 

that each direct dependency between two items in the model can 

be given a strength value in the range of 0…1. For longer 

dependency paths, the total strength can be calculated on the 

basis of link strengths and properties of system elements along 

the path. For example, redundancies have the ability to block 

propagation of failures. This gives a measure that can be used to 

rank potential problems in a design.  

Different types of diversity are used to reduce the possibility 

of CCFs affecting systems that are redundant and isolated. 

Protection against CCFs is a design requirement in domains like 

the Nuclear [11]. To keep things simple, we consider only 

alternative technologies (e.g. microcontroller-based automation 

vs discrete logic gates) and add the following rules: 

● Two system elements or functions are diverse if they are 

based on different technologies. 

● Two system elements or functions are susceptible to 

CCF if they are not diverse or if they are dependent in some of 

the other ways listed above.  

A UML profile [28] for early DiD modelling, used later in 

the case study, is presented in Fig. 2. This profile captures the 

basic ontology that implements a subset of the ideas mentioned 

above and facilitates the development of HLIMs for early DiD 

assessment. A “System of Interest” is described in terms of 

”Functions” and “System elements”. The “System elements” can 

be human, electrical, control and process “Components” or 

various “Spaces” like rooms, corridors and staircases. With the 

help of a system model that follows this profile (see the diagram 

figures of the case study) and algorithms identifying possible 

dependencies, it is possible to pinpoint potential weaknesses and 

inconsistencies in the proposed system architecture. Rules can be 

used to check whether some of the regulatory requirements are 

satisfied. To do this, the requirements must first be interpreted 

 
Figure 5 The process diagram of the case study. The “defense line” is an attribute of the process component, but it is also 

shown here as a note next the redundant cooling systems and the emergency cooling system 
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and formalized in a way that enables automated verification. In 

the following we will give a small example that demonstrates the 

basic idea.  

CASE STUDY AND RESULTS 
The case study is applied to the cooling system of a spent 

fuel pool of a Nuclear Power Plant and is used to demonstrate 

the methodology. An overview of this system is shown in Fig. 3. 

Two redundant cooling loops (A and B) are used to circulate 

water through heat exchangers. Even though both loops are 

normally used, one is enough to keep the temperature at a safe 

level. If the temperature is too high or the water level drops 

below a safety threshold, an emergency system is activated to 

add water to the pool.  

The HLIM of the fuel pool was created in the Visual 

Paradigm UML drawing tool [29]. It contains a functional model 

that captures the redundancy relationship between the cooling 

loops A and B (see Fig. 4), simple models of the process (see Fig. 

5), automation (see Fig. 6), electrical supply (see fig. 7), 

environment (see Fig. 8) and human users (see Fig. 9). 

Additional diagrams model the function to system element (see 

Fig. 10) and environment to system element dependencies (see 

Fig. 11).  

 
Figure 6 The automation diagram of the case study (partial). The controller contains the “diversity” DiD attribute (e.g. 

micro-controller, simple Boolean logic or analog relays). All automation components have safety classification 

 

 
Figure 7 The electrical diagram of the case study (partial). The process components shown here are references to the process 

diagram. There is a component-level redundancy here, the two backup power sources (the second is not shown) 
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A set of six rules that can be automatically assessed and are 

derived from the DiD requirements presented in the literature 

review and methodology section was compiled for the domain of 

our case study. The rules can be assessed against the dependency 

relations within the HLIM and the DiD specific attributes of the 

model. These rules were applied on the case of a spent fuel 

cooling pool in a generic power plant similar to those found in 

Finland although we do state here that this case study has been 

carefully developed to not represent real-world systems. The 

rules include: 

1) No dependency links between components with 

different safety classes (represented in our case as 

Safety Integrity Levels, SILs). 

2) System components which belong to redundant 

subsystems within the system should be allocated to 

spaces assigned to different safety divisions. 

3) System components of redundant systems should not 

have dependencies with each other. 

4) Automation components of redundant control systems 

should utilize diverse technology. 

5) A system automation component of lower safety class 

can be linked to a component with higher safety class 

 
Figure 8 Part of the environment diagram of the case study. The system components are allocated to 3 levels (-1, 1 and 2). 

It is important to include in this diagram all possible connections between the spaces which can potentially propagate 

failure. The spaces are allocated to safety divisions. 

 

 
Figure 9 The human factors diagram of the case study. 

The fact that the case study has one control panel and one 

operator for all the cooling loops is flagged as an issue 
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only if there is one-way isolated flow (e.g. optical 

connection against electrical hazards). 

6) System components of defense lines should not have 

dependencies with each other.  

 A prototype software tool (see Fig. 12) was developed to 

parse the XMI representation [28] of the HLIM of the system 

under study and to report cases in which the rules are broken.  

The DiD early assessment tool that we present here produces 

an output that is very strict to the six rules without any filtering. 

This leads to verbose output that needs human analysis to 

determine which cases are indeed DiD design weaknesses. An 

overview of the early DiD assessment results for our case study 

are as follows:  

The results of the assessment of Rule 1 highlighted the 

boundaries of systems which are safety classified the non-safety 

classified process components. For example, the emergency tank 

temperature sensor classified as SIL3 is connected to the 

emergency water tank that has no safety classification. 

The results for Rule 2 (redundancy and safety divisions) 

among other output, identified the fact that both redundant 

cooling systems are monitored and operated using the same 

control panel and by the same operator. This is a source of risk. 

 
Figure 10 The dependency diagram which captures the mappings between the “Transfer Heat A” function of the case 

study and the system components (partial). Since the redundancy relation is captured in the functional model, these 

mappings show how redundancy is propagated to the system components 

 

 
Figure 11 Example of environment to components diagram. The “Control room” space is linked to the humans included in 

the case study and the control panel elements (monitors and controls) 
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Rule 3 is associated with the isolation of redundant 

subsystems. The tool was able to identify dependency paths 

between the two redundant cooling systems that included the 

operator, the control room, the spent fuel pool temperature and 

level sensors (which were shared between redundant systems) 

and the external environment (one water source feeds both heat 

exchangers).  

Rule 4 checked that the automation controllers assigned to 

redundant functions are indeed using different technologies.  

Rule 5 didn’t identify any automation components which are 

connected but have different safety classification. 

Rule 6 is related to the isolation of defense lines. In our case 

study, the two redundant cooling systems belong to the same 

defense line and the emergency system belongs to a second 

defense line. Some of the dependency paths identified were 

through the shared spent fuel pool sensors, the power lines (from 

grid and backup ones) and the operator.  

While these results may seem obvious to nuclear power 

experts, the tool successfully identified these design weaknesses 

which gives us confidence in the tool identifying other 

weaknesses that are not currently identified by existing methods 

(e.g.: PRA, etc.).  

DISCUSSION 
The dependency paths mentioned in the case study section 

were very short (direct links or through one element). The tool 

can be asked to find longer dependency paths that, for example, 

go through the environment (doors, corridors, staircases) and 

link redundant systems or systems of different defense lines. 

These are particularly difficult to identify without a good model 

and an automated assessment process. Addressing these 

weaknesses would involve making drastic design changes such 

as duplicating key elements of the design. These changes can 

either be implemented and the design will be re-assessed or a 

strong justification for keeping the design as-is needs to be 

provided. 

It should be noted that while the methodology presented in 

Figure 1shows a design iteration step, we do not perform a design 

iteration here.  An engineering practitioner using this method 

would use the results presented in this section to iterate on the 

system design and re-run the proposed methodology and 

software tool to determine if the system design changes 

sufficiently increase the DiD of the system. 

While the results shown here are limited in their scope, the 

proposed method does demonstrate its ability to find existing 

known design weaknesses in spent fuel cooling pools.  We are 

currently refining the method and software tool to deploy on 

much larger systems, such as an entire nuclear reactor complex, 

to identify potential design weaknesses that have been 

overlooked by existing methods.  The method is computationally 

intensive (a downside that we are working to address) and does 

not lend large case studies to be presented succinctly but shows 

significant promise in identifying potential overlooked design 

weaknesses. 

CONCLUSIONS 
The methodology proposed in this paper provides a model-

driven framework for early assessment of key DiD principles. 

The interdisciplinary modelling approach enables the 

identification of dependency paths that include elements from 

different design domains (e.g., environment, process, electrical, 

human factors and automation). The early assessment of DiD can 

lead to system architecture modifications which would be very 

costly to implement later on in the design lifecycle. 

The presented case study of a spent fuel pool cooling system 

revealed weaknesses related to the DiD principles such as in the 

isolation of redundant subsystems and dependencies between 

defense lines. The identified design weaknesses can then be 

addressed to strengthen the DiD of the system before major 

architectural decisions have been made. 

This DiD early assessment presented here will be combined 

in future research with failure propagation assessments and 

probabilistic safety assessment methods to develop a more 

complete evaluation of the safety level of the system design. A 

possible direction future is the generation of evidence supporting 

safety cases about the design of the system.  In addition to 

supporting the design process, the method presented here may 

find use in safety cases presented to nuclear regulators and 

regulators in other industries to demonstrate a system’s DiD as 

being sufficient to meet both the letter and spirit of the 

regulations. 

 

 
Figure 12 The prototype tool which parses the HLIM of the 

system and assesses it against a set of early DiD rules 
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