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ABSTRACT
Risk analysis in engineering design is of paramount impor-

tance when developing complex systems or upgrading existing
systems. In many complex systems, new generations of sys-
tems are expected to have decreased risk and increased reliabil-
ity when compared with previous designs. For instance, within
the American civilian nuclear power industry, the Nuclear Reg-
ulatory Commission (NRC) has progressively increased require-
ments for reliability and driven down the chance of radiological
release beyond the plant site boundary. However, many ongoing
complex system design efforts analyze risk after early major ar-
chitecture decisions have been made. One promising method of
bringing risk considerations earlier into the conceptual stages of
the complex system design process is functional failure model-
ing. Function Failure Identification and Propagation (FFIP) and
related methods began the push toward assessing risk using the
functional modeling taxonomy. This paper advances the Ded-
icated Failure Flow Arrestor Function (DFFAF) method which
incorporates dedicated Arrestor Functions (AFs) whose purpose
is to stop failure flows from propagating along uncoupled failure
flow pathways, as defined by Uncoupled Failure Flow State Rea-
soner (UFFSR). By doing this, DFFAF provides a new tool to
the functional failure modeling toolbox for complex system en-
gineers. This paper introduces DFFAF and provides an illustra-
tive simplified civilian Pressurized Water Reactor (PWR) nuclear
power plant case study.

∗Address all correspondence to this author.

Acronyms
AF Arrestor Function
DFFAF Dedicated Failure Flow Arrestor Function
ECCS Emergency Core Cooling System
FACE Function-based Analysis of Critical Events
FBED Functional Basis for Engineering Design
FFDM Function Failure Design Method
FFIP Function Failure Identification and Propagation
FMEA Failure Modes and Effects Analysis
FSL Flow State Logic
IAEA International Atomic Energy Agency
NRC Nuclear Regulatory Commission
PRA Probabilistic Risk Assessment
PWR Pressurized Water Reactor
RAMS Risk Assessment Method Statement
RBD Reliability Block Diagram
RCCL Reactor Core Coolant Loop
RPN Risk Priority Number
SIS Safety Injection System
UFFSR Uncoupled Failure Flow State Reasoner

1 INTRODUCTION
Risk is an important part of engineering design, and is an es-

sential consideration when developing highly complex systems.
New designs for systems released to the market must be less
risky than previous designs. Unfortunately, risk is usually con-
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sidered after the design of a complex system, and is not a ma-
jor consideration until optimizing a design. Certain industries,
such as the civilian nuclear power industry and the aerospace in-
dustry, often use risk as a quantitative design parameter in the
design process only after the primary design work has been com-
pleted. In nuclear systems design, risk analysis is considered ex-
tensively, and is legally required by the Nuclear Regulatory Com-
mission (NRC) in the United States of America, and by similar
groups in other countries. However, even in nuclear power plant
designs, risk is still often analyzed after primary design work has
occurred.

Currently, the primary tool used in industry to quantitatively
analyze risk is Probabilistic Risk Assessment (PRA), along with
other component-based methods, that analyze already-designed
systems. PRA determines the failure likelihoods of complex sys-
tems based on data collected about each component within the
system using Bayesian statistical approaches. PRA methods tra-
ditionally are only used after a design is substantially completed.
In an effort to incorporate risk as a design parameter, research
is ongoing in functional failure modeling methods that allow
high level analysis of conceptual designs before large architec-
ture choices have been made. In its current form, functional
failure modeling is useful but is unable to completely model the
failure information that PRA methods can. Recent research and
methodological developments have begun to improve the suit-
ability of functional failure modeling techniques for the early
phases of conceptual system design for nuclear power plants with
the eventual goal of developing a functional failure modeling de-
sign tool.

This paper extends the Uncoupled Failure Flow State Rea-
soner (UFFSR) method, which extended the Function Failure
Identification and Propagation (FFIP) and Flow State Logic
(FSL) methods, with a new technique called the Dedicated Fail-
ure Flow Arrestor Function (DFFAF) methodology. DFFAF uses
FFIP failure models along with UFFSR uncoupled failure flow
propagation models to introduce the idea of Arrestor Functions
(AFs). These AFs are implemented to arrest uncoupled failure
flows and stop the failure flows from propagating to critical com-
ponents. The DFFAF method increases the utility of functional
failure modeling, progressing it towards becoming a conceptual
design tool.

1.1 Specific Contributions
DFFAF is a novel extension to the UFFSR method, which

analyzes failure flows that cross between nominally uncoupled
functions that were previously not directly modeled in the FFIP
methodology. DFFAF extends the UFFSR method to determine
where to place AFs to mitigate the largest uncoupled failure
flow probabilities. After placing AFs and recalculating the fail-
ure probabilities, the AFs which should or can be implemented
are found by determining which AFs cause the largest overall

decrease in failure probability as compared to results from the
UFFSR analysis. This is useful for pre-existing systems, where
components cannot be moved, and as a tool in design, when
space and placement are constraints in the design process. The
DFFAF expands efforts to develop a complete function failure
analysis tool that can be used in the early phases of complex sys-
tem design.

The DFFAF method addresses uncoupled failure flows,
nominal failure flows, is iterative in nature to improve system
design and stability, and specifies how to include AFs. UFFSR
focuses on uncoupled failure flows, and FFIP focuses on nom-
inal flows, along material, energy, and information flow paths.
DFFAF incorporates and builds upon both FFIP and UFFSR,
by providing a new method to improve designs that specifically
addresses uncoupled flows found by using the UFFSR analysis.
DFFAF is a functionally-based tool that is applicable to the early
stages of complex system design, where PRA and other later-
stage design methods are not as useful in spite of advanced PRA
analysis that can account for some classes of uncoupled failure
flow mitigating strategies.

2 BACKGROUND
The complex systems being designed by engineers today are

increasingly required to be highly reliable at completing their in-
tended mission, even in partial failure situations. Civilian nuclear
power plants have long been designed using defense in depth
strategies that develop multiple redundant and diverse subsys-
tems to prevent component and subsystem failures from causing
critical system-level failures [1–3]. Critical system-level failures,
in the case of nuclear power plants, can lead to radiation release
beyond the site boundary of a plant. The very few but high pro-
file cases of radioactive release beyond the site boundary are a
testament to the defense in depth strategy yet shows the need to
further prepare for highly unlikely failure situations that defense
in depth does not always account for.

Many tools exist and are in common use in industry for the
design and analysis of nuclear power plants or have found trac-
tion in academia with relation to functional failure modeling.
Below, a review of the most common and important tools are
presented. The work presented in this paper is based upon the
previous important developments reviewed below.

Failure Modes and Effects Analysis (FMEA) is a tool that
assesses component failures. A value can be generated for the
failure severity, probability of occurrence, and how detectable the
problem is before it occurs. These values are multiplied to reveal
which failures are the most risky, via a Risk Priority Number
(RPN), and in highest need of being addressed [4, 5]. This does
not however tell us how likely something is to fail like PRA and
functional methodologies do, and thus work is often exerted to
fix problems that do not actually significantly impact a systems
failure rate.
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Another method to assess failure is Reliability Block Dia-
grams (RBDs). This method illustrates the flow of material or
energy through a system, and looks for single-point failures. A
block is assigned to each component. Components which def-
initely fail if other components fail are put in series with each
other and components that are redundant are put in parallel.
Probabilities can be generated for the failure of the system [6].
RBDs are a very useful tool for determining which functions are
highly critical to success, and thus are not redundant, allowing
a designer to find and avoid such situations when possible [7].
RBDs lack the capability to show the flow of failures, something
which is critical in the design phase of engineering, especially
when making large architectural decisions about a design, and
figuring out component layout and arrangement.

The Risk Assessment Method Statement (RAMS) is another
tool for analyzing reliability and risk to determine a rate of fail-
ure, and necessary maintenance steps throughout the life of a
system. It utilizes basic probability theory to demonstrate what
components are risky, and how a system will fail [8]. The RAMS
cycle assesses risk throughout the design process, forcing an as-
sessment and revision of goals and design, based on the outcome
at each point through the process and a comparison of the goals
to the design and outcome.

In recent decades, efforts in complex system design method-
ology development and in risk methods development have pro-
duced new methods useful for understanding potential failure
pathways that the traditional defense in depth strategy may have
otherwise missed. Within nuclear power, PRA has been devel-
oped over the last five decades to help identify potential com-
plex, multi-component failure modes that can challenge a plant’s
defenses [9,10]. PRA is built upon fault-tree and event-tree mod-
els of system failure scenarios. Probabilistic basic event models
are then built upon past component failure data using Bayesian
statistical methods to adapt generic failure data to specific plant
conditions. The resulting “cut-sets,” which show failure path-
ways to complete system failure have attached failure probabil-
ities that indicate the likelihood over a defined time period of
system failure occurring. Many other industries have adopted or
are in the process of adopting PRA. More recently, functional
and functional failure design and analysis methods have begun
to tackle some of the problems that are challenging for PRA to
adequately address.

It is important to understand what a cut-set is. A cut set
is the minimum viable failure pathway where the failure rate is
determined by looking at the probability of that pathway occur-
ring. The failure rate is calculable because each component has
probabilities of failure associated with it. PRA, FFIP and other
functional methods usually return lists of cut sets, and sum the
failure rates of all the cut sets to get an overall system failure
rate.

PRA faces several challenges in the methodology [11] and
in specific applications including detailed and accurate fire and

flood propagation analysis, failures that propagate across func-
tional/system boundaries, and a lack of cross-applicable method-
ologies from different industries. PRA provides a sound method-
ology for numerically analyzing fire risk, but is lacking because
the data needed to evaluate the risk of a fire require a large quan-
tity of data, rely on the data being available for the area being an-
alyzed, and assume that the data for the item being assessed is the
same as the data available [12]. Similar problems exist in flood
management and risk analysis [13]. Because most research into
risk assessment has been performed for specific fields, specific
methodologies and practices have been developed that are diffi-
cult to compare across fields and difficult to use together [14].
Another problem that PRA faces is a lack in capability to have
errors and faults cross system/functional boundaries without sig-
nificant manual development of these fault propagation scenar-
ios. These types of failures can be incorporated by adding spe-
cific ‘components’ to a fault tree that simulate this risk but this
is more of a work-around of the limitations of PRA rather than
a strong method to adequately address faults crossing functional
or system boundaries. External boundaries on the system limit
the scope of the analysis but can also make it difficult to accu-
rately predict risk [15]. Functional modeling methodologies are
a new and different set of tools that hold the promise of address-
ing some of the shortcomings of PRA especially for the early
stages of complex system design.

The Functional Basis for Engineering Design (FBED) mod-
eling methodology developed by Stone and Wood [16], and later
further refined [17–19], provides a standardized way of rep-
resenting system functionality in complex engineered systems.
Since the introduction of FBED, several methods and extensions
have been developed to model system risk from a functional ba-
sis. The first significant development was the Function Failure
Design Method (FFDM). FFDM provides function failure prob-
ability data based upon component failure databases [20]. This
allows designers to make decisions to take mitigating actions in
the early phases of design of a new engineered system. Sys-
tem state changes during various phases of a system’s mission,
such as with multi-stage orbiter/lander/rover robotic exploration
missions, are modellable using the Function-based Analysis of
Critical Events (FACE) method [21]. The FFDM method is very
useful, but only a small part of a much larger set of methods,
that is still under development. The FFIP methodology provides
a tool to analyze the propagation of failure flows along nomi-
nal flow pathways [22] and FSL introduces rigorous quantitative
probabilistic analysis tools to FFIP [23, 24].

FFIP utilizes the modeling methodology of FBED. The
FFIP methodology first starts by functionally modeling a system,
either already in operation or under development, using FBED.
These functions are linked together with flow paths to indicate
the flow of material, energy, or information between functions
and into and out of the system boundaries. Once the functional
model is developed, FFIP looks at each functional block and in-
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duces a failure. Similar to PRA, these failures are like initiating
events [15]. Then a determination is made whether or not a func-
tion will emit a failure flow, and the flow is followed to the next
function where a probability is determined for whether or not the
failure flow from the initially failed function fails another func-
tion down the line. This process is continued until the flow is
stopped or a failed flow leaves the system. This is repeated with
each function that can fail. FFIP also analyzes failures if a failed
flow from another system enters the system being analyzed (sim-
ilar to external initiating events in PRA models). This allows
a probability of failure for the system to be determined, and is
also useful as a design tool to mitigate potential failures from the
outset of design.

In order to address shortcomings in the modeling of cross-
functional-boundary flow propagation in FFIP, the UFFSR
method was developed to assess likelihood that a failure flow
will propagate along flow pathways that are not nominal and thus
not modeled in FFIP and related methods [25, 26]. FFIP and
FSL are restricted in their design to analyze flows along nominal
pathways. In reality, flows can occur that are along unexpected,
non-nominal flow pathways. For example, a ruptured pipe likely
will spray water, especially in a high pressure system like a nu-
clear Pressurized Water Reactor (PWR), and this water can lead
to electrical shorts in systems in the range of spray. FFIP captures
the probability of failure from the loss of water in the system, but
ignores the chance that the ruptured pipe could cause a failure in
the uncoupled electrical system, or in a system redundant to the
ruptured pipes. UFFSR is a methodology that accounts for these
types of failures, encouraging the use of physics and geometry to
determine the likelihood of a failure propagating to an uncoupled
system. With the ruptured pipe example, UFFSR determines the
likelihood that the rupture will cause a water spray, and whether
or not that water will spray in a direction with sufficient force to
reach, and then fail the electrical system.

3 METHODOLOGY
Developing a tool to conduct functional failure analysis in

the early stages of design that encompasses all areas currently
analyzed by PRA methodologies has been an ongoing goal of
several research efforts. Already UFFSR, FFIP, and others have
made strides to this end. The next critical development that
is presented in this paper is DFFAF where an analysis of how
adding AFs to the functional model will impact system failure
probabilities. An AF is a function specifically meant to stop the
propagation of failures across physical distances. These func-
tions are typically added after the initial functional failure analy-
sis to try to limit the failures caused by flows that propagate from
one uncoupled system to another, which are found by utilizing
UFFSR.

Once the location and placement of AFs within the func-
tional model is complete then analysis is performed to determine

which AF decreased the failure probabilities the most, and deter-
mine which AFs are the most effective to implement in the physi-
cal system. To truly determine the best outcome, multiple AFs of
different designs are analyzed and added to the functional model.
When an AF is added, it still needs to allow for graceful failure
propagation in case the AF itself fails. Essentially AFs can be
thought of as probability reducers for uncoupled function fail-
ure flows reaching from one function to another. Physically, AFs
can be thought of as, for instance, spray guards placed around
potential failure spray sources to reduce the probability of water
reaching unprotected electronics.

In order to perform the DFFAF method, several steps must
be performed. Initial steps use existing methodologies in the lit-
erature. Later steps implement AFs and the core DFFAF method-
ology. The steps to perform DFFAF analysis are as follows, and
can be viewed as a process flow in Figure 1.

1. Model system of interest using FBED.
2. Determine critical export flows.
3. Develop a FFIP model of the system using FSL.
4. Perform UFFSR analysis of the system to determine uncou-

pled failure flow paths.
5. Determine highest probability failure flow propagation paths

along uncoupled failure flow paths (from UFFSR). Deter-
mine if these flows can be arrested. If not, move on to lower
frequency failures. If the failure frequency caused by uncou-
pled flows is lower than the failure rate due to failures found
with FFIP, attention should first be paid to these failures, as
they are of higher importance.

6. Insert DFFAF functions at appropriate locations to mitigate
the highest probability failure flow propagation paths, as de-
termined by UFFSR. This is performed in a manner that
allows for determination of which AFs decreased the failure
likelihood the most (performed in the next step). AFs are
chosen by determining what function could stop as many
failure flows as possible from reaching uncoupled compo-
nents. (IE: One barrier wall could stop critical uncoupled
failure flows from reaching several functions.)

7. Rerun UFFSR with new DFFAF functions in place. Note
that new DFFAF functions are analyzed for failure flow
propagation along nominal flow paths, uncoupled failure
flow paths, and designated failure flow paths. Recognize
that certain implementations of AFs can lead to new failure
scenarios that will need to be analyzed. For example, if hit
with a projectile hard enough, a concrete wall could break
and send shrapnel to damage another function, or the con-
crete wall could crumble by itself and break the function it
is supposed to protect.

8. Repeat step 4 through 7 as needed, adding and removing
AFs, until an ideal configuration is found.

The practitioner should note that addressing failures found
with UFFSR should be done before addressing FFIP failures
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when the UFFSR failures have higher probability than those
found from FFIP. If the FFIP failures are more probable, then
they should be addressed first. Following this order of analysis
operations increases the overall system reliability the most effec-
tively.

The DFFAF methodology is an iterative process. It uses a
FBED-modeled system along with FFIP and FSL to model stan-
dard, nominal failure flows. It then implements UFFSR to deter-
mine which failures create flows that cross functional boundaries,
and which failure flows are of the highest importance. DFFAF
then determines how to place AFs by iteratively choosing the
best placement. Using many AFs is a potentially attractive way to
limit cross-boundary failure rate but strategic placement of AFs
will limit the cost of physical implementation while retaining the
benefits of reduced system failure probability.

FIGURE 1. PROCESS FLOW DIAGRAM FOR THE DFFAF
METHOD

4 CASE STUDY
In order to illustrate DFFAF, a case study is presented in

this section based upon a portion of the Emergency Core Cool-
ing System (ECCS) found in a generic large commercial PWR
nuclear power plant. Of specific interest to this case study

within the ECCS is the Safety Injection System (SIS) that pro-
vides cold water injection into the primary Reactor Core Coolant
Loop (RCCL). The SIS has two redundant subsystems (known
as “trains” in the nuclear engineering field) each with two mo-
tor valves, pumps, check valves, and heat exchangers. Figure 2
shows the component layout in a room within the generic PWR.
The system boundary for this case study was set to correspond
with the room geometry for ease of understanding. In this sys-
tem, import and export flows include liquid material, thermal en-
ergy, electrical energy, and control signals that correspond to hot
water, cold water, electricity, and command data at the compo-
nent level. Certain flows, such as thermal energy along the liq-
uid material flow path, have been omitted for brevity and clarity
although their omission does not adversely impact the analysis
presented here. The case study follows the UFFSR methodology
in the following subsections.

The DFFAF method works equally well with much larger
functional models than are presented here. The DFFAF method
is being developed to address complex and large systems, such
as nuclear power plants. Highly complex systems can become
computationally intensive and require a large capacity for data
storage and processing. This is because each function can po-
tentially interact and create its own set of cut-sets that can effect
the system failure rate. For very large functional models, the au-
thor advocates using truncations methods to limit computational
resource requirements.

Motor Pump A1

 

Motor Valve 
A1

 

Motor Valve A2

Heat Exchanger 
A1

Check Valve A1

Motor Pump B1

 

Motor Valve 
B1

 

Motor Valve B2Check Valve B1

Heat Exchanger 
B1

(0,0)

FIGURE 2. COMPONENT LAYOUT OF ECCS-SIS TWO TRAIN
SUBSYSTEM. EACH SQUARE IS ONE METER BY ONE METER

5 Copyright c© 2015 by ASME



4.1 Model System Using FBED
Figure 3 shows the functional model of the portion of the

SIS being analyzed in this case study. Table 1 provides com-
ponent location information and corresponding function names.
The FBED has turned the system layout into a functional based
system.

TABLE 1. FUNCTION TO COMPONENT MAP AND COMPO-
NENT LOCATION

Component Name Function Name Location (x,y) (m)

Motor Valve A1/B1 Regulate Liquid A1/B1 (4.5,8)/(7.5,30)

Check Valve A1/B1 Regulate Liquid A2/B2 (17.5,8)/(20.5,30)

Motor Valve A2/B2 Regulate Liquid A3/B3 (30.5,8)/(33.5,30)

Motor Pump A1/B1 Transfer Liquid A1/B1 (9.5,8)/(12.5,30)

Heat Exchanger A1/B1 Transfer Thermal A1/B1 (24,8)/(27,30)

FIGURE 3. FUNCTIONAL MODEL OF PORTION OF ECCS
TRAIN

4.2 Critical Flows
The critical export flow from this system is a liquid flow at

the nominal operating temperature. Hence, it is assumed that
each train has sufficient capability to regulate the flow and tem-
perature, and only if both trains fail is the export flow failed.

4.3 Develop FFIP model using FSL
To model the failure probabilities for this system, represen-

tative realistic values were developed. They are not based upon
actual data, but are of the representative range of failure likeli-
hood. Data-driven values that engineers can use in practice are
available from several sources including the NRC [27] and the
International Atomic Energy Agency (IAEA) [28,29] among oth-
ers.

To calculate failures, probabilities of each component failure
and the probabilities to transfer the failures to functions along
nominal flow paths are multiplied together using boolean alge-
bra. When forcing the secondary train to also fail, the linear
failure values along the individual trains are the same for both
trains A and B, and are multiplied together to get the probability
of both trains failing.

A representative FFIP example with the Transfer Liquid A1
function failing is shown in Figure 4. This example does not fail
the system because only one of the two trains has failed.

FIGURE 4. FFIP EXAMPLE FAILURE FLOW. FAILED TRANS-
FER LIQUID DOES NOT FAIL THE SYSTEM.

4.4 UFFSR Analysis
To perform a UFFSR analysis, it is assumed that certain

functions can fail and propagate a failure flow to a functionally
uncoupled system. This case study is limited, for clarity, to only
analyzing a non-nominal liquid fail spray from the Transfer Liq-
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uid or Transfer Thermal functions and impacting the Transfer
Liquid function of the other train. An illustrative example flow
is shown in Figure 5. Probabilities for acceptance into uncou-
pled components are geometrically determined. To determine if
a flow sprays in the proper direction thus becomes an uncoupled
failure flow, it is assumed that there is an equal probability of the
transfer liquid or transfer heat function undergoing something
like a rupture and creating a liquid failure flow (water jet) in any
direction (spherically). If better data about how a system will
fail and cause an uncoupled failure flow is available, a specific
and statistically accurate model can be created for that system.
As designs are refined from the early conceptual stage to the fi-
nal stages of design before a plant is constructed, refinement of
the failure propagation directions and distances can occur. The
spherical probability of spraying in a direction that could induce
failure in the pump of the other train of the system is given by
equation 1:

PcorrectDirection =
Asa

4πr2
ab

(1)

Asa is the surface area of the receptor component exposed
to the water. Each component is considered to be a rectangular
prism and is assumed that twice the area of the largest face is an
acceptable area that can be affected. rab is the shortest distance
from the failed and spraying function to the accepting function.
The shortest distance between components is used to get a con-
servative probability failure chance.

Probabilities of accepting the failed spray are selected based
on normal shielding or electrical panel casing keeping the wa-
ter away from electronics. For the purposes of this analysis, the
chance that the failed liquid spray hits electrical components is
weighted at 12.5% probability while 87.5% of the time the wa-
ter will hit the pump or other related components in the pump
assembly. This probability can change based upon the design of
the pump and electrical controls, the orientation of the pump and
electrical controls to spray source, or a variety of other potential
failure propagation mitigators or aggravators.

4.5 Highest Probability Failure Flows From UFFSR
It was determined that the highest probability flows from the

UFFSR analysis were caused by the transfer liquid function rup-
turing in either train followed by a failed liquid spray being ac-
cepted by the redundant trains Convert Electrical to Mechanical
function, followed by the same accepting function, but the Trans-
fer Thermal Function failing. Detailed cut-sets are provided in
Table 3.

FIGURE 5. UFFSR EXAMPLE FAILURE FLOW. TRANSFER
LIQUID FAILS UNCOUPLED CONTROL ELECTRICAL LEADING
TO SYSTEM FAILURE.

4.6 Insert DFFAF Functions
Based on the top cut sets in Table 3, it was determined

that the Transfer Liquid Function or its sub-functions (Convert
Electrical to Mechanical and Control Electrical) have the high-
est probabilities of failure, these were the functions focused on
when inserting AFs. An illustrative failure with an AF is shown
in Figure 6. Two Contain Liquid functions were inserted, one
for train A and one for train B. These functions will limit the
impact of failed liquid sprays to or from the functions. It was de-
termined that at minimum, two are needed. One Contain Liquid
function stops failure flows from that transfer function, or going
to it from the other Transfer Liquid or Transfer Thermal func-
tions, but then the other Transfer Liquid function would have no
protection from a failure flow from the primary train’s Transfer
Thermal fail flow. Thus, two AFs were deemed the appropriate
number to start reducing risk.

4.7 Re-Run UFFSR
When determining the probability that the new AF worked,

it was assumed to be something solid, that physically would
block the path of the water spray. Physical examples of the AF
include a metal casing surrounding the source of the failure flow
or a concrete wall next to the source of the failure flow to block
the flow from propagating across functional boundaries. As will
be seen below, the Transfer Liquid functions have a much higher
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FIGURE 6. DFFAF EXAMPLE FAILURE FLOW INCLUDING
FAILURE PROPAGATION PATHS. NON-NOMINAL FLOW HAS
BEEN STOPPED BY AF BUT MAY STILL PROPAGATE TO OTHER
FUNCTIONS WITH A SIGNIFICANTLY REDUCED LIKELIHOOD.

chance of damaging each other than the Transfer Thermal func-
tions do. Thus, an AF has been added next to each of the pumps
to block the failure flows and failure probabilities are then recal-
culated. Note that each AF works to isolate each train from the
other train so that the AF stops the failure flow from either being
accepted by or emitted from the function. Thus a failure flow
from Transfer Liquid A must propagate through two AFs specif-
ically designed to prevent failure propagation before the failure
flow can reach the Transfer Liquid B function.

4.8 Repeat Steps
After re-running UFFSR, the probabilities of failure dropped

to be in the same range as the probabilities from FFIP. Thus re-
arranging and re-optimizing the DFFAF functions was deemed
unnecessary.

5 RESULTS AND DISCUSSION
In this section, results of the DFFAF method are presented,

discussed, and compared with the existing FFIP and UFFSR
methodologies. It can be seen through the results presented here
that DFFAF presents new and useful information that was not
otherwise available to the engineer in FFIP and UFFSR. The
case study results, while limited to a small portion of a much

larger system and limited to one failure mode, are informative
and reveal the usefulness of DFFAF. Failure of the system ana-
lyzed in this paper is defined as both trains of the system failing.
Each train is a redundant system to the other train.

5.1 FFIP Results
In this case study, several failures using FFIP logic were cal-

culated. The top eight cut-sets for this are shown in Table 2. This
indicates that the highest failure likelihood arose from the Trans-
fer Liquid function in each train spontaneously rupturing, and
the two redundant failures accounted for 40% of the failure likeli-
hood. The highest frequency of failure by double Transfer Liquid
failure was on the order of 10−11/yr, and the overall failure fre-
quency was on the order of 10−10/yr. The other high-probability
failures were electrical failures in the pump, or ruptures of the
heat exchanger. Using only FFIP results, it appears necessary to
make the pumps more reliable as the best method of improving
system reliability.

5.2 UFFSR Results
When performing the UFFSR analysis, only the failed

Transfer Liquid and Transfer Thermal failures from the FFIP
were carried forward into the UFFSR analysis. This is for sim-
plicity of the case study and because the uncoupled failure that is
most likely to occurr in this system is a water spray (liquid fail-
ure flow) from a ruptured component. The top eight cut-sets for
the UFFSR are presented in Table 3. These cut-sets show that the
highest likelihood event to fail the system is a transfer liquid fail-
ure followed by an uncoupled liquid failure flow from the failed
function to the functions of the other train. These failures hap-
pen at a rate of about 10−8/yr, which is two orders of magnitude
higher than the overall system failure likelihood calculated using
FFIP. Analysis conducted using UFFSR shows that the best im-
provement would be to somehow stop the uncoupled failure flow
(a water spray in the instance of the case study) from the trans-
fer liquid function or transfer thermal function from reaching the
transfer liquid function on the other train. Thus, fixing the prob-
lems determined by UFFSR should be of a higher priority than
fixing the problems determined by using the FFIP methodology.

5.3 DFFAF Results
The DFFAF analysis cut-sets, shown in Table 4, were gener-

ated by placing an AF on each transfer liquid function (physically
this is equivalent to putting a shield around each pump). By in-
cluding the contain liquid AFs, the system failure rate dropped
from about 10−8/yr to 10−9/yr (a significant improvement) using
AFs that are relatively simple to implement in the physical world.
However, even with using DFFAF to mitigate uncoupled failure
flow paths identified by UFFSR, the system failure probability
compared to FFIP is still higher by an order of magnitude. This
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TABLE 2. FFIP ANALYSIS TOP CUT SETS
Prob/Freq
per year

Total
Prob.

Top 8 FFIP Cut Sets

3.20E-10 1.000

6.40E-11 0.200 Trans Liq A1-Rupture, Trans Therm A1-Fail, Trans Liq B1-Rupture, Trans Therm B1-Fail, Export Liq Fail

6.40E-11 0.200 Trans Liq B1-Rupture, Trans Therm B1-Fail, Trans Liq A1-Rupture, Trans Therm A1-Fail, Export Liq Fail

4.00E-11 0.125 Cont Elec A1 ElecLoss, Conv ElecToMech A1-fail, Trans Liq A1-Fail, Trans Therm A1-Fail, Trans Liq B1-Rupture, Trans Therm B1-
Fail, Export Liq Fail

4.00E-11 0.125 Cont Elec B1 ElecLoss, Conv ElecToMech B1-fail, Trans Liq B1-Fail, Trans Therm B1-Fail, Trans Liq A1-Rupture, Trans Therm A1-
Fail, Export Liq Fail

3.20E-11 0.100 Trans Therm A1-Rupture, Trans Liq B1-Rupture, Trans Therm B1-Fail, Export Liq Fail

3.20E-11 0.100 Trans Therm B1-Rupture, Trans Liq A1-Rupture, Trans Therm A1-Fail, Export Liq Fail

2.40E-11 0.075 Conv ElecToMech A1-MotorFail, Trans Liq A1-Fail, Trans Therm A1-Fail, Trans Liq B1-Rupture, Trans Therm B1-Fail, Ex-
port Liq Fail

2.40E-11 0.075 Conv ElecToMech A1-MotorFail, Trans Liq A1-Fail, Trans Therm A1-Fail, Trans Liq B1-Rupture, Trans Therm B1-Fail, Ex-
port Liq Fail

TABLE 3. UFFSR ANALYSIS TOP CUT SETS
Prob/Freq
per year

Total
Prob

Top 8 UFFSR Cut Sets

3.90E-08 1.000

1.31E-08 0.336 Trans Liq A1-Rupture & Export Liq Fail Spray, Trans Therm A1-Fail, Conv ElecToMech B1 Accept Liq Fail Spray & Fail,
Trans Liq B1-Fail, Trans Therm B1-Fail, Export Liq Fail

1.31E-08 0.336 Trans Liq B1-Rupture & Export Liq Fail Spray, Trans Therm B1-Fail, Conv ElecToMech A1 Accept Liq Fail Spray & Fail,
Trans Liq A1-Fail, Trans Therm A1-Fail, Export Liq Fail

2.97E-09 0.076 Trans Therm A1-Rupture & Export Liq Fail Spray Conv ElecToMech B1 Accept Liq Fail Spray & Fail, Trans Liq B1-Fail,
Trans Therm B1-Fail, Export Liq Fail

2.97E-09 0.076 Trans Therm B1-Rupture & Export Liq Fail Spray Conv ElecToMech A1 Accept Liq Fail Spray & Fail, Trans Liq A1-Fail,
Trans Therm A1-Fail, Export Liq Fail

2.81E-09 0.072 Trans Liq A1-Rupture & Export Liq Fail Spray, Trans Therm A1-Fail, Cont Elec B1-Accept Liq Fail Spray & Fail,
Conv ElecToMech B1-Fail, Trans Liq B1-Fail, Trans Therm B1-Fail, Export Liq Fail

2.81E-09 0.072 Trans Liq B1-Rupture & Export Liq Fail Spray, Trans Therm B1-Fail, Cont Elec A1-Accept Liq Fail Spray & Fail,
Conv ElecToMech A1-Fail, Trans Liq A1-Fail, Trans Therm A1-Fail, Export Liq Fail

6.36E-10 0.016 Trans Therm A1-Rupture & Export Liq Fail Spray, Cont Elec B1-Accept Liq Fail Spray & Fail, Conv ElecToMech B1-Fail,
Trans Liq B1-Fail, Trans Therm B1-Fail, Export Liq Fail

6.36E-10 0.016 Trans Therm B1-Rupture & Export Liq Fail Spray, Cont Elec A1-Accept Liq Fail Spray & Fail, Conv ElecToMech A1-Fail,
Trans Liq A1-Fail, Trans Therm A1-Fail, Export Liq Fail

is as a result of the AF failure probability. The AF is assumed to
have a probability of not being successful in arresting the uncou-
pled failure flow. Were the AF perfect at its intended function,
the FFIP and DFFAF results would show the same system fail-
ure probability. Thus, DFFAF produces a more accurate system
failure probability and more accurate cut-sets than either FFIP or
UFFSR generate.

5.4 Discussion of the DFFAF Method in Relation to
FFIP and UFFSR

DFFAF is an improvement of existing functional failure
modeling techniques. DFFAF has added a method that analyzes
the best course of action to take to prevent failure flows from
propagating beyond functional boundaries. Functional failure
modeling now has a tool to include functions that are specifically
inserted into a design for the purpose of capturing uncoupled fail-
ure flows and diverting the failure flows from other important
system functions. The DFFAF method allows for the analysis
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TABLE 4. DFFAF TOP 8 CUT SETS
Prob/Freq
per year

Total
Prob

Top 8 DFFAF Cut Sets

2.71E-09 1.000

5.93E-10 0.219 Trans Therm A1-Rupture & Export Liq Fail Spray, AF B1-Fail, Conv ElecToMech B1 Accept Liq Fail Spray & Fail, Trans Liq B1-Fail,
Trans Therm B1-Fail, Export Liq Fail

5.93E-10 0.219 Trans Therm B1-Rupture & Export Liq Fail Spray, AF A1-Fail, Conv ElecToMech A1 Accept Liq Fail Spray & Fail, Trans Liq A1-Fail,
Trans Therm A1-Fail, Export Liq Fail

5.24E-10 0.193 Trans Liq A1-Rupture & Export Liq Fail Spray, Trans Therm A1-Fail, AF A1-Fail, AF B1-Fail, Conv ElecToMech B1 Ac-
cept Liq Fail Spray & Fail, Trans Liq B1-Fail, Trans Therm B1-Fail, Export Liq Fail

5.24E-10 0.193 Trans Liq B1-Rupture & Export Liq Fail Spray, Trans Therm B1-Fail, AF B1-Fail, AF A1-Fail, Conv ElecToMech A1 Ac-
cept Liq Fail Spray & Fail, Trans Liq A1-Fail, Trans Therm A1-Fail, Export Liq Fail

1.27E-10 0.047 Trans Therm A1-Fail & Export Liq Fail Spray, AF B1-Fail, Cont Elec B1-Accept Liq Fail Spray & Fail, Conv ElecToMech B1-Fail,
Trans Liq B1-Fail, Trans Therm B1-Fail, Export Liq Fail

1.27E-10 0.047 Trans Therm B1-Fail & Export Liq Fail Spray, AF A1-Fail, Cont Elec A1-Accept Liq Fail Spray & Fail, Conv ElecToMech A1-Fail,
Trans Liq A1-Fail, Trans Therm A1-Fail, Export Liq Fail

1.12E-10 0.041 Trans Liq A1-Rupture & Export Liq Fail Spray, Trans Therm A1-Fail, AF A1-Fail, AF B1-Fail, ACont Elec B1-Accept Liq Fail Spray
& Fail, Conv ElecToMech B1-Fail, Trans Liq B1-Fail, Trans Therm B1-Fail, Export Liq Fail

1.12E-10 0.041 Trans Liq B1-Rupture & Export Liq Fail Spray, Trans Therm B1-Fail, AF B1-Fail, AF A1-Fail, Cont Elec A1-Accept Liq Fail Spray &
Fail, Conv ElecToMech A1-Fail, Trans Liq A1-Fail, Trans ThermAB1-Fail, Export Liq Fail

and addition of AFs in functional models when designing a sys-
tem in the early phases of conceptual design. As the design ma-
tures, the AFs will be developed into components or subsystems
which fulfill the uncoupled failure flow mitigation role that the
AFs represent. The addition of DFFAF to the expanding toolbox
of functional failure modeling techniques allows designers to an-
alyze functional models for locations where AFs can be inserted
to mitigate uncoupled failure flows from impacting uncoupled
functions which in turn reduces the overall likelihood of system
failure. DFFAF has expanded the applicability of function failure
modeling, bringing it one step closer to having the same capabil-
ities for analyzing and improving current systems such as PRA.
The DFFAF method is also a useful tool in the design process,
allowing for the inclusion of more types of functions.

6 CONCLUSION AND FUTURE WORK
DFFAF is a novel functional failure modeling-based design

tool that allows placement and analysis of AFs that are specif-
ically meant to stop failure flows from propagating across un-
coupled failure flow paths previously identified in the UFFSR
method, itself a method to address uncoupled failure flows not
previously modeled in the FFIP method. The DFFAF provides a
basis for determining where to place AFs in a system to develop
more reliable systems and uncover potential failure pathways that
would otherwise have not been identified in existing techniques.
Previous developments in functional failure modeling only ana-
lyzed failures and suggested methods of redesign of the system to
mitigate failures within the exigent functions. DFFAF places new

functions (AFs) into the functional model whose soul purpose is
mitigation of uncoupled failure flows. Thus functional model-
ing methods used in complex system design can now more fully
consider uncoupled failure flow propagation mitigation strategies
and will be able to create more reliable system designs.

Future work will expand the DFFAF specifically to rigor-
ously account for an AF failing and causing a failure flow to be
emitted from the AF. In the event of an AF failure, several sce-
narios could unfold including: 1) propagation of the failure flow
without mitigation along its original uncoupled failure flow path,
2) propagation of the failure flow without mitigation along a dif-
ferent uncoupled failure flow path, and 3) propagation of a new
failure flow that is either less bad or worse to the overall system
state from the failed AF, among other possibilities. Potentially
UFFSR can be applied to analyze AF failures, but significant fu-
ture work beyond the scope of this paper is required to determine
appropriate models for AF failure. The end goal is to have a
family of functional-based methods that are as or more robust
than PRA, and can be used in the early phases of conceptual
design, rather than post-conceptual-design like PRA currently is
used. These functional methods are envisioned to be used in the
conceptual stage of design to help with risk-informed decision-
making [30], as a model can be adjusted to include and exclude
functions and the component solutions to functions during an
optimization process. Rigorous and verified software packages,
similar to those available for PRA analysis, will be developed
in the future to further the use of functional based design and
analysis.
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Appendix A: Probability Information Used to Calculate Cut-Sets

TABLE 5. PROBABILITIES USED FOR CUT SET GENERATION. FUNCTION FAILURE RATES ARE IN UNITS OF (Y EAR−1). OTHER
VALUES ARE PROBABILITIES OF THAT EVENT OCCURRING.

Failures Probability

Transfer Liq A Fail 8.000E-06

Transfer Liq B Fail 8.000E-06

Convert Elec to Mech A Fail 3.000E-06

Convert Elec to Mech B Fail 3.000E-06

Control Elec A Fail 5.000E-06

Control Elec B Fail 5.000E-06

Transfer Thermal A Fail 4.000E-06

Transfer Thermal B Fail 4.000E-06

Transfer Liq A Fails by Spraying 5.000E-01

Spray goes far enough TransLiq A to B 6.000E-01

Sprays towards Trans Liq B from Trans Liq A 3.466E-02

Spray Hits Control Elec B 1.250E-01

Control Elec B accepts Failure Spray 3.000E-01

Control Elec B Fails from Failure Spray 9.000E-01

Transfer Liq B Fails by Spraying 5.000E-01

Spray goes far enough TransLiq B to A 6.000E-01

Sprays towards Trans Liq A from Trans Liq B 3.466E-02

Spray Hits Control Elec A 1.250E-01

Control Elec A accepts Failure Spray 3.000E-01

Control Elec A Fails from Failure Spray 9.000E-01

Spray Hits Conv Elec to Mech A from Trans Liq B 8.750E-01

Conv Elec to Mech A accepts failure spray from Trans Liq B 2.000E-01

Spray Hits Conv Elec to Mech B from Trans Liq A 8.750E-01

Conv Elec to Mech B accepts failure spray from Trans Liq A 2.000E-01

Transfer Thermal A Fails by Spraying 4.000E-01

Spray goes far enough Trans Therm A to Trans Liq B 4.000E-01

Sprays towards Trans Liq B from Trans Therm A 2.943E-02

Transfer Thermal B Fails by Spraying 4.000E-01

Spray goes far enough Trans Therm B to Trans Liq A 4.000E-01

Sprays towards Trans Liq A from Trans Therm B 2.943E-02

Transfer Liq A Arrestor Function Fails 2.000E-01

Transfer Liq B Arrestor Function Fails 2.000E-01
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