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ABSTRACT
Designing complex, socio-technical, cyber-physical systems has become increasingly challenging in recent
vears. Interdependencies between engineering domains can lead to emergent behavior that is difficult to predict
and manage. The recent shift toward model-based design has demonstrated significant advantages for minimizing

these challenges [1||. Further, the early identification of safety and security design weaknesses in safety-critical
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systems leads to reduced redesign costs in later design phases [2||3]]. As a result, this article contributes the the
Multidisciplinary Early Design Risk Assessment Framework (MEDRAF) methodology for early combined safety

and security assessment based on interdisciplinary dependency models of a system. The focus is on factors con-
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tributing to the estimation of the probabilities of successful attacks on system components. The Zero Trust paradigm
is applied in which all humans, hardware, and processes interacting with the system are considered to pose a se-
curity risk. A calculation of security-related probability estimates is presented which is dependent on the current
global security environment. Subsequently, security and safety probability estimates are combined to present an
overall safety-security risk calculation using hybrid safety-security trees. The risk values help designers assess
the loss of specific key components and safety functions. The methodology is demonstrated with a case study of a
spent fuel pool cooling system in a nuclear reactor. The results of the case study show that the risk of losing one
key system component doubles when combining security and safety compared to only assessing safety events. This

paper is based on a paper presented at the CIE 2020 conference [4)].

1 Introduction

With the emergence of new security risks across the globe, many modern, safety-focused systems have become vul-
nerable to security threats. Increased system interoperability demands further exacerbate the issue. While vulnerability to
security threats has increased, the demand for highly capable systems has also increased. Systems are expected to operate
more effectively while they also are being designed on smaller budgets and shorter schedules. This scenario can result in the
design of a system that contains safety hazards, security vulnerabilities, or reliability issues.

The field of model-based design has emerged as an approach to deal with the aforementioned scenario. Examples
of model-based approaches include model-based systems engineering (MBSE), digital engineering, and digital twin. One
benefit of a model-based approach for designing a highly complex system is that it can reduce the time spent performing
analyses when compared to a paper-driven approach, offering more engagement between the analyst and the analysis. As a

result, the approach in this article leverages a model-based design approach as a foundation for modeling safety and security.

The scientific contribution of this paper is the the Multidisciplinary Early Design Risk Assessment Framework (MEDRAF)

methodology which is an extension of the methodology presented in [5]] for generating hybrid safety and security trees
from interdisciplinary early system dependency models. This paper specifically focuses on performing estimations for the
security-related threat probabilities towards a Zero Trust model-driven methodology for hybrid safety and security assess-
ment. Namely, in addition to the core issues of reliability, safety, and security, we also incorporate a Zero Trust approach
that assumes the reality of risks posed by individual components, processes, and humans.

A set of security factors is proposed as a basis for the estimation of threat levels extending previous work [6]. As a result
of the quantitative approach, data and values for possible hazardous security and safety basic events is needed. Reliability
and safety data has been extensively gathered during the past decades; however, security data is less understood or access
restricted, amplifying the need to draw knowledge from the system, or in the case of this work, the hybrid model. These
security probability calculations, combined with a consequence, enable the estimation of the overall risk of losing a key
function or component.

The remainder of this paper is organized the following way. First, related research and the necessary background

knowledge is presented in Section 2. In Sections 3 and 4 the methodology is developed and then applied in a case study for
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a spent tuel pool subsystem in a nuclear reactor. Section 5 presents a discussion and Section 6 concludes and offers future

direction of the research.

2 Background

A portion of the systems engineering process focuses on defining the system’s required functionality early in the life-
cycle, proposing and maturing the system, and then verifying and validating (V&V) the final system design against the
requirements of the stakeholders. Within the technical systems engineering processes, off-nominal behavior is considered
independently through several domain areas including security, safety, and reliability [7]]. To successfully minimize unwanted

behavior and events from the system, assessments must be applied to the system from the initial design phase.

2.1 Safety Assessment, Risk Analysis

Best practices in systems engineering promote the inclusion of system safety early in a system’s design process. De-
pending on the design phase, the desired results, and the data available, either qualitative or quantitative safety analysis
can be carried out to study the risks in the target system. Basic safety and risk analysis methods (e.g. Preliminary Haz-
ard Analysis (PHA), Fault Tree Analysis (FTA), Failure Modes, Effects, and Criticality Analysis (FMECA), Probabilistic
Risk Assessment (PRA), Function Failure Identification and Propagation Methodology (FFIP), etc.) have been extensively
studied [8L9L{10L/11},/12]). We use fault trees in this paper; fault trees are “a systematic engineering technique that provides
a diagrammatic representation of the relationships between specific events or component failures and an undesirable top
event” [[13]. Fault trees as a tool for early phase dependence modelling is presented in [[14], where fault trees are used for
a safety-focused analysis. The concept of fault trees is further expanded with ideas from attack trees and human attacker
scenarios into hybrid trees to cover security related topics in [S]]. In [[15] the hybrid approach is expanded to cover similarities

for Defence-in-Depth in safety and security.

2.2 Model-Based Systems Engineering Process

Model-based systems engineering (MBSE) consolidates many models, data sets, and other design process information
into one or several inter-operable databases to connect relevant information, analysis, and design efforts together during
the system design process [16]]. During the construction, commissioning, and operation of systems designed using the
MBSE philosophy, it is increasingly common to feed information from these phases of the systems engineering process
(which encompasses the system design process) into the same database(s) and re-run analyses conducted during the design
phase to V&V the assumptions and requirements of the system [17]. Estefan surveys MBSE methodologies to capture the
various uses of MBSE models to achieve the intent of the system engineering design process [18]. Cameron et al. [19]
and Weilkiens et al. [20] apply MBSE specifically to system architecture models; however, their work is outside the scope
of the interdisciplinary modeling of security, safety, reliability, and similar disciplines. As noted in [21], more research is
required to understand how to use MBSE for decision making. Madni and Sievers [22] acknowledge the same shortcoming

and further suggest that communication between MBSE models and systems engineering processes is currently lacking. The
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work presented in this manuscript is intended to offer systems engineers appropriate and insightful information during a

system’s design process with the intent to improve the design process outcome.

2.3 Security Analysis, Zero Trust

Security analyses have long focused on the security of critical components and assumed away all other threats by
declaring other aspects of the system out-of-band (OOB). Unfortunately, this leads to a narrow and unrealistic view of system
security; as such OOB components are considered perfectly secure in such analyses. To address this issue, security analyses
on both the system level, and fine-grained protocol and primitive level have been expanding to encompass an integrated view,
with nothing counted as OOB. At the protocol analysis level, integrated models aka. “ceremonies” were introduced to capture
multi-disciplinary actions such as human behavior with respect to devices and multiple device components [23}2425/26127].
On the cyber systems level, research has expanded to cover a wider variety of attacks and more disruptive attacks within
global networks [28]].

Parallel to the above analyses is security risk analysis. As in other sub-domains of security, risk analysis has expanded
to include traditionally out-of-scope considerations such as insider threats in industrial technological systems [29] and com-
bining security and safety in risk assessment [30]. Under scenarios where security is influenced by all factors in a system —
human and machine alike — it is important to consider threat assessment from all directions, namely “the way forward cannot
be found solely in mathematics or technology” [31].

Zero Trust (ZT) is an information security framework that states that organizations should not trust any entity inside
or outside of their perimeter at any time. Every device, user, app, and network that has access to business data needs to
be secured, managed, and monitored — the principle of “never trust, always verify” [32]. Instead of protecting network
segments, ZT focuses on protecting resources, i.e. instead of assuming that every user inside a network is trustworthy and
cleared for access, no user is trusted, whether inside or outside of the network. This is specifically in response to enterprise
trends that include remote users and cloud-based assets that are not located within an enterprise-owned network boundary.

The American Council for Technology-Industry Advisory Council (ACT-IAC) has published a report about new and
more effective IT security architectures for governmental agencies [33]. In their work they found that ZT solutions are
widely available and currently in use in the private sector, and that there are many companies developing new capabilities
and solutions to support ZT. In the U.S., NIST (National Institute of Standards and Technology) is preparing to publish a
NIST Special Publication (SP) 800-207 about Zero Trust Architecture (ZTA) [34]. In research and industry ZT has been
used, for example, for Big Data security [35], IoT [36], and Cloud computing [37]].

To do quantitative/probabilistic analysis for security, value data (or estimates) for security threats related basic events
are needed. According to Buldas et al. [38]], getting this information is not as easy as largely believed. Buldas et al. state that
assigning a reliable attribute value, which is sufficiently precise and refined, to each basic attack step has proven difficult and
hard to obtain. Often in industry, companies manage to obtain their own statistical historical data for abstract attacks, but
might struggle with more refined statistics. Buldas et al. concluded there is a clear tension between the limited availability

of data and the need to get values for risk quantification methods. Such tension was observed when reviewing papers from
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the domain; research papers introducing novel security analysis methods, for example [39}/40]], often assume that the data
values are readily available and do not discuss the topic further.

One popular public source for estimating security related data values is the Common Vulnerability Scoring System
(CVSS) [41]], which is a public initiative designed to address the issue of scoring software vulnerabilities by presenting a
framework for assessing and quantifying them. For example, [42]] use a combination of Markov chains and CVSS to compute
the probability distribution of cloud security threats. The same can be observed in [43]], which explores attack graphs using
Bayesian Networks and the CVSS index. Another often referenced study by [44]] identified the biggest security threats in
industry and the probabilities relating to them (see Table [T) by interviewing chief information security officers and from
literature review. [45]] uses data from the United States Department of Health and Human Services (HHS) for an estimation
of cyber-security breach probability using Bayes formula. We take a different approach: while these variants consider
probabilities of specific attacks, and are therefore tied to system-specific design (e.g. software specific security attacks or
experience of individuals working on specific systems), we tie probabilities to human behavior as well. This necessitates a

model design paradigm change that uses the human actor as the cyber attacker, instead of considering attackers as devices.

Number of Attacks per Month >100 | 51-100 | 10—-50 | <10 | None | No Answer
1. Act of Human Error or Failure 52% | 2.1% 14.6% | 41.7% | 24.0% | 12.5%
2. Compromises to Intellectual Property 1.0% | 2.1% 3.1% 25.0% | 61.5% | 7.3%
3. Deliberate Acts of Espionage or Treason 42% | 3.1% 3.1% 20.8% | 68.8%

4. Deliberate Acts of Information Extortion 1.0% 83% | 90.6%

5. Deliberate Acts of Sabotage or Vandalism 1.0% 3.1% 31.3% | 64.6%

6. Deliberate Acts of Theft 7.3% 38.5% | 54.2%

7. Deliberate Software Attacks 11.5% | 9.4% 14.6% | 47.9% | 16.7%

8. Forces of Nature 1.0% 2.1% 34.4% | 62.5%

9. Quality of Service Deviations from Service Providers 1.0% 8.3% 43.8% | 46.9%

10. Technical Hardware Failures or Errors 3.1% 11.5% | 51.0% | 34.4%

11. Technical Software Failures or Errors 5.2% 18.8% | 45.8% | 30.2%

12. Technological Obsolescence 1.0% 15.6% | 21.9% | 60.4% | 1.0%
Average Responses 4.0% | 3.4% 8.6% 342% | 51.2% | 6.9%

Table 1. NUMBER OF ATTACKS PER MONTH AS REPORTED BY WHITMAN [44]

2.4 Combined safety and security assessment

While work has been done on the security of industrial technology systems [29]] and smart grids [46], these works
focused strictly on the security aspects of critical infrastructure. The usual approaches to analysis that these works apply
include attack trees [47,/48,/49] and game theoretic approaches [50,/51]]. We build on the attack tree line of research but

extend the cyber security risk focus to safety.

5 Copyright © by ASME

120z AeN 1.0 uo Jasn [ooyos sjenpelbisod [ereN Aq ypd 09z L-0z-8s10l/6¥22.99/5890501" L/ L L L 0L /10p/pd-sjone/ButissuiBusbunndwod;/Bio-swse uonos|odjepbipswse//:dpy woy pspeojumoq



One piece of work that similarly takes on the complicated, combined problem of security and safety risk analysis does
so by combining bowtie analysis and attack trees for respective safety and security analysis [30]. The two components are
separately analyzed, and the likelihood is presented as an output pair (safety, security). The bowtie analysis is based on a fault
tree (left part of the “bow”) leading to an event (center of the “bow”) and then follows an event tree (right part of the “bow”).
Traditional PRA, at least in the nuclear domain, follows a different structure where a set of initiating events is considered as
the design basis of the plant (i.e.: the system should be prepared for the initiating events). For each of these events there is an
event tree that estimates the consequences depending on the activation of safety functions or other mitigation measures. Then
fault trees are developed for each of the safety functions for the calculation of the probability of the consequences. In this
paper we focus on fault trees for the safety analysis, taking security also into account, which allows for smooth integration of
attack trees in the hybrid model. As part of the ZT framework, and building on the larger view of integrated analysis within
security, we do not separate out the component pieces but allow for the potential of a security attack to influence the safety
of a system and vice versa, yielding a single output. This is consistent with real-world scenarios, where a cyber attack could
cause system failure, etc., resulting in a safety risk, while failure of physical system safety could open the door to a cyber

attack.

3 Methodology

The key concept presented in this section is the development of a methodology to support combined safety and security
assessment. The methodology is applied during the early phase of design and is based on the interdisciplinary model of
a complex, socio-technical, and cyber-physical system. Previous work [5] focused on the automatic creation of hybrid
(safety/security) fault/attack tree topology from a dependency model. In this previous research no consideration was given
to the actual calculation of overall risk; it was out of scope. This prior work is extended in this article with the estimation
of security-related probabilities, the quantification of an overall combined safety and security risk, and the formalization of
a model-based approach. This extension completes the combined safety and security risk assessment and it is closer to the
state of the art safety-focused methods like PRA.

The motivation of the proposed methodology is to provide a practical workflow for early complex system design that is

based on 3 key principles:

1. Holistic interdisciplinary modeling can aid safety and security assessments to identify difficult issues emerging from
interdisciplinary relationships between system elements. These dependencies are often discovered late in the design
process when system development happens in engineering discipline-based silos.

2. Combined safety and security assessments, instead of treating safety and security separately, can highlight safety
implications of security incidents as well as promote the concept of overall resilience. There is significant methodology
overlap between safety and security engineering during design (e.g. defense in depth, ZT, every component may fail) and
during assessment (fault/attack trees, event trees, overall risk calculations). An added benefit is the early identification

of trade-offs between safety and security (e.g. access to critical safety equipment).
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3. These early combined assessments need to be automated based on past knowledge, prototype software tools for DiD,
and PRA modeling (fault trees, event trees). Automation enables the potential to provide near real-time support to
designers for safe and secure designs, so that design decisions that increase the overall risk are noticed as soon as
possible. This is not easy when assessments are done at major system development milestones down the line; when
issues are identified at milestones, the consequence can be a costly redesign — or even worse — an attempt to justify the

weakness and ask for an exception.

To clarify the methodology’s application, we first introduce and discuss a generalized framework (the Multidisciplinary
Early Design Risk Assessment Framework (MEDRAF)) to relate the methodology (system-agnostic) with the dependency
model (system-specific). The methodology (“METHOD & PROCESS” and “TOOLS” in Figure[T)) developed in this work
is inherently system-agnostic. We adhere to the following definitions, which are based on [52]]; a methodology itself is a
composition of a process, a method, and a tool; a process is a set of tasks designated to accomplish a specific goal; a method
is a set of techniques applied within a process to accomplish a specific goal; and a tool is the instrument utilized by the
method to accomplish a specific goal [52]]. In contrast to the methodology, the dependency model (“MODELS” in Figure
is a representation of the system. Within the dependency model is a set of common systems engineering design models.
These models generally fall into the following categories: functional models (e.g. functional block diagram and functional
hierarchy) to relate levels of the functional hierarchy to one another and functions within a hierarchy level to one another,
including functional redundancy; discipline-specific models to capture the specific relationships between physical items and
their associated principles (e.g. master interconnect diagram, electrical diagrams, mechanical diagrams, etc.); knowledge
bases to use as source data (e.g. list of failures, list of hazards, historical occurrence, etc.); and interoperability models
that capture the mapping between the models (indicated with dashed lines in Figure [I)). Figure[I] presents an overview of
the method and process, the models, and the tools in the context of MEDRAF. The remainder of this section describes the
method; the approach used is to present the process by discussing the method’s sttiff. The techniques, tools, models, etc. are

then discussed within each step.
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MODELS METHOD / PROCESS

1. Create the High Level Interdisciplinary
| Model (HLIM) with the system
IS —— ! dependencies.

Include security threats.

| Functional Model (Previous work)

! ] 2. For all critical system components
_-.E . (automatically) generate a set of Hybrid
—_— Tree Statements (HTSs) following the

proposed algorithm.

| Physical Models (Previous work)
- 3. Combine the HTSs to create a Hybrid
- — = + Tree (HT) for every critical component
I — i i (use a safety assessment tool,

automatic).

Environment Model :
(Previous work) |

4. For every HT basic safety and security
event evaluate its probability. An
algorithm for estimating security risk is
proposed in this paper extending
previous work.

Knowledge base:
failures, hazards & midhaps, threats, etc.

TOOLS 5. Perform early hybrid (safety and
security) risk assessment, estimate
overall risk, provide feedback to system

Saphire UML designer.

Fig. 1. OVERVIEW OF THE MULTIDISCIPLINARY EARLY DESIGN RISK ASSESSMENT FRAMEWORK (MEDRAF).

Sttiff 1-3 are described in detail in [5]. The first step calls for the development of an interdisciplinary model of the
system that maps dependencies between system components and across disciplines. Within the dependency model are
several design models to capture different aspects of the system including functionality, processes (e.g. pipelines, process
components), electrical distribution, instrumentation and automation software, environment (e.g. floors, rooms), human
factors, etc. A variety of software packages such as Papyrus support constructing these models using the Universal
Modeling Language (UML) and similar modeling languages. Security-related elements are also included, such as external
attackers, to extend the model and allow it to be used in Step 2 as a basis for the generation of Hybrid (fault/attack) Tree
Statements (HTS) . Each HTS is an individual path between the top event and a cause of the top event. An algorithm
outlined in [5] is used to generate the HTS. The set of HTS are merged to generate the complete Hybrid Tree in Step 3 of
the methodology. This process is assisted by software that parses the interdisciplinary model in an open standard modelling
language such as UML. Software such as and can be used to model the Hybrid Trees.

Step 4 of the methodology (the first primary contributions of this paper) is the estimation of the threat risk level of
security-related basic events. The source of the attack is always considered to be a human, either as part of the system
(following the ZT principle) or external to the system. Figure [2] presents a set of key factors involved in the probability of a

successful attack.

8 Copyright © by ASME

120z AeN 1.0 uo Jasn [ooyos sjenpelbisod [ereN Aq ypd 09z L-0z-8s10l/6¥22.99/5890501" L/ L L L 0L /10p/pd-sjone/ButissuiBusbunndwod;/Bio-swse uonos|odjepbipswse//:dpy woy pspeojumoq



Pa3: Probability the external attacker succeeds L
v to reach the human part of the system
Pa:
Probability of ¥ Zerotrust
attack attempt by
A 7 Pal: Probability of Pa2: Probability of an Paa: Probability of an
an attacker
Pa=Pal+Pa2+(Pal*Pa3*Pad) | externaltothe attacker part of the attacker part of the
e ) system wanting to attack| |system wanting to attack
system wanting to X -
{own will) after external influence
attack v
Pfinal: Probability of a
Pt: Probability of the attacker targeting the specific system component successful attack to the
Contributing factors include the attacker’s skills and personality, the system design, the component location & specific system component

known security measures and the perceived component vulnerability. These can be captured by the (perceived):

s Ease of Attack (EOA) >
e Degree of Stealth (DOS)
* Perceived Impact/Consequence (PIC)
Pfinal=Pa*Pt*Ps
Ps:
Probability of Ps1: Probability of the attacker being able to reach the component 4

attack reaching
and *
compromising

the component

Ps2: Probability of the component being vulnerable to the chosen attack

Ps=Ps1*Ps2

Fig. 2. KEY FACTORS CONTRIBUTING TO THE ESTIMATION OF THE PROBABILITY OF A SUCCESSFUL ATTACK TO A SYSTEM
COMPONENT (Pfinal). PREVIOUS WORK [6] HAS DISCUSSED THE ESTIMATION OF THE PROBABILITY Pt.

Firstly, it is important to estimate the probability of a human wanting to attack the system (Pa). This can be broken

down to different scenarios:

* A human external to the system wanting to attack directly (Pal) or by being successful in reaching and influencing a
human part of the system to attack using social engineering methods (Pal*Pa3*Pa4).
* A human part of the system wanting to attack on her own will (Pa2).

* This results to Pa = Pal+Pa2+(Pal*Pa3*Pa4).

Then follows an estimation of the attacker choosing to attack a specific system component (Pt). Previous work [6]

presented three key factors for the “attractiveness” of attacking a specific component based on the perception of the attacker:

* Ease of Attack (EOA).
* Degree of Stealth (DOS), probability of the attack being undetected.

* Perceived Impact/Consequence (PIC) for how severe the attack would be to the system.

The final factors are the estimation of the attacker being able to reach (using physical or cyber means) the system
component under attack (Ps1) (e.g. depending on the relevant location to the attacker) and for the component being vulnerable
to that specific attack (Ps2). Note the difference of the attacker’s perception on how easy an attack is (EOA parameter, part
of Pt probability) and the estimation of how easy the attack is (Ps1). The total probability (Ps) to reach and compromise the

component is:
Ps = Ps1*Ps2
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The combination of these probabilities gives the overall probability of a successful attack on a system component (Pfinal):
Pfinal = Pa*Pt*Ps

The estimation of specific numerical values for the different probabilities strongly depends on the domain (e.g. defense
systems, safety critical infrastructure, etc.) and the current security environment (e.g.: attackers, vulnerabilities). It is
important to note that security assessments are not static because the causes (attackers) and the possible vulnerabilities
change/evolve over time as new types of attacks are developed.

The sensitivity of the outcome of Step 4 to changes in the above probabilities is highly system-specific. It is rec-
ommended to conduct a sensitivity study of a system to understand which probability variables may require additional
uncertainty reduction.

In Step 5 (the second primary contribution of this paper) the reliability probabilities and the attack probabilities are
combined in a common fault/attack tree for the estimation of the overall risk of losing a specific component/function.

The dependencies between the components of a simple process example are presented in Figure [3] The basic system
components are named A to E, where components C and D are redundant. Attackers AttA and AttD (see Figure [3) are
also included in the model. A combined safety and security fault/attack tree model can be developed in a safety assessment
tool like SAPHIRE (see Figure @) focusing on top event, e.g. the failure of component A. Some basic events of this tree are
reliability related and existing knowledge from databases or expert knowledge can be applied to add failure probabilities. The
process described above (also see Figure[2) can help to estimate the probability of components A and D being successfully
attacked by AttA and AttD respectively. Even using arbitrary estimations for probabilities Pa, Pt, and Ps for attacks to system
components, a risk assessment that includes just reliability aspects does give a lower overall risk of a top event compared
to a hybrid (safety/security) assessment. In this simple example, using a fixed probability for reliability and security basic
events (1073), the fault tree (only faults) gave an overall risk of 6- 10~ while the model including faults and attacks gives
an overall risk of 7- 1073, The main additional contribution was from the basic event of AttA causing harm to Component A

with a probability of 1073).
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<<Actuator>> | «| <<Attacker>>
A ] AttA
A <<Actuator>>
B

-«

| A

<<ComponentRedundancy>>

Rdd
| A | A
<<Actuator>> <<Actuator>>
C D
A A
<<Actuator>> <<Attacker>>
E AttD

11

Fig. 3. DEPENDENCY MODEL OF A SIMPLE PROCESS INCLUDING ATTACKERS [5].
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4 ~Case Study

The case study demonstrating the proposed MEDRAF methodology for hybrid safety/security assessment is a spent fuel
pool cooling system (also used in previous relevant work [5l[15]]). The temperature of a water pool containing spent nuclear
fuel is regulated using two redundant cooling loops and an additional emergency water supply. An overview of the system is

given in Figure 3]

O
_I—I—P
Emergency O O
water tank
Spent fuel
racks
7 €
Cooling loop A Cooling loop B

Fig. 5. SYSTEM OVERVIEW OF THE SPENT FUEL POOL COOLING CASE STUDY. THIS SYSTEM INCLUDES TWO REDUNDANT
COOLING LOOPS AND AN EMERGENCY WATER SUPPLY.

The interdisciplinary dependency model of the system includes several diagrams as follows. Figure [6] describes the
topology of the process where part of the process model is shown with arrows indicating flow through the system. Figure 7]
shows the human factors model where part of the model of how humans interact with the system is provided indicating the
internal and external threats to the system posed by the humans. Figure [§] shows the allocation of components to rooms in
the power plant. Figure[9]is a model of how the automation software interacts with the system. Human attackers external to
the system are also added to the model. These diagrams are commonly generated using software packages such as Cameo
(561, Papyrus [53], and similar tools as part of a digital engineering and MBSE-driven system design process [19}[17,/57].
Following the Zero Trust paradigm, security attacks can originate from humans outside or within the system (e.g. through

their own will or via coercion).
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Defense line 1 1 | <<Pipe>> |« <<Tank>> A <Pipe>>
| PipeA1 | SpentFuelPool PipeAd
A
<<Valve>> > <<Pipe>> > <<Pump>> > <<Pipe>> P | <<HeatExchanger>> <<\alve>>
ValveA1 PipeA2 PumpA1 PipeA3 | | HeatExchangerA ValveA2
<<Valve>> > <<Pipe>> » <<Pump>> | p <<Pipe>> » v <<Pipe>>
ValveA12 PipeA22 PumpA12 PipeA32 PipeA42
A v

<<Pipe>> < <<ExternalEnviroment>> __o
EIpeaiZ ExternalEnviroment

Fig. 6. PART OF THE PROCESS MODEL OF THE SPENT FUEL POOL COOLING SYSTEM CASE STUDY SHOWING ONE OF THE
REDUNDANT COOLING LOOPS [5].
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Fig. 8. DEPENDENCIES BETWEEN THE ENVIRONMENT AND SYSTEM COMPONENTS
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The risk assessment can start by selecting a set of initiating events that are considered as the design basis for the safety
of the plant (i.e. the plant’s design should be able to handle the initiating events in a way that minimizes undesirable
consequences). For every initiating event (e.g. a loss of coolant accident in the spent fuel pool cooling system), an event tree
is developed that captures the different consequences depending on the (or lack of) activation of the safety functions of the
plant (see Figure[I0). A fault tree is compiled, based on the system design, that captures the overall probability of losing a
specific safety function. In a traditional safety assessment, this fault tree has reliability-related basic events with the failure
probabilities as leaves. The MEDRAF methodology proposed in this article calls for the development of a hybrid (safety and

security) tree with the inclusion of safety and security basic events (attacks to specific system components).

SF3
(Safety function 3:
Detecting low water

5F2
(Safety function 2:
! Detecting temperature |

SF1
(Safety function 1:

Detecting rupture and 1 rising in SpentFuelPool | level in
H
Shutting down the coolant | andgincrepasin flow to | SpentFuelPool and
flow from SpentFuelPool to 2 i activiting

CoolingloopB to match |

IE1
required cooling)

(LOCA in one of the pipes
in CoolingloopA

End Consequence: Probability:

CoolingloopA) Branch: stat,
. state:

EmergencyCooling)

(Success)

______)_____-
A‘____-__________-________
W
s

1
)
i
1
|
(e.g rupture in PipeA2) —ff_—b 1 —Sl IE1 (Safe state)
| ! .
F1 ' (Fail) ; !
1
(Frequencyl) Fli=FaultTreel i (Success), i c1
H I ! i i .
| A S2 1 Ae B2 IE1F1 (Accident s_cenar\o. F1*P1
! ' [ ! Coolant drained from
E ! E ! SpentFuelTank)
! i i ! (Success) E c2
: H H H 53 ! (Accident scenario:
E v ' : P3 ——» B3 IE1F1F2 Coolant evaporates F1*P1*P2
! SF1 fails i 1 (Fail) i from SpentFuelTank)
i ! i F3 !
i F1 : v : | c3
1 H . 1 H ., .
] Al Valves fail i SF2 fails ’ > B4 |E1F1F2F3 (Accident scenario: pq#p1*p2*p3
H Probabilty; | H ! Not enough coolant
: ANDL 7 parpsirat F? ' | ! in SpentFuelTank)
a : R
H ]
Vabvel fols Valve2fals s SF3 fails
BE1 BE2 fails
(P4} Ps) OR2  Probability: F3
P8 = PG+PT 1
Manual Valvel-2 Pumph
closure fails shutdown fails
BE3 BE4
(p6) P7)

Fig. 10. EVENT TREE FOR A SPECIFIC INITIATING EVENT PART OF THE DESIGN BASIS OF THE PROCESS. IT MODELS THE
POTENTIAL CONSEQUENCES GIVEN THE ACTIVATION OF THE AVAILABLE MITIGATION FUNCTIONS. FAULT TREES ARE USED TO
ESTIMATE THE PROBABILITY FOR SUCCESSFUL (OR NOT) ACTIVATION OF THE SAFETY FUNCTIONS.

The loss of the control software of the emergency water supply system is selected as an example from the case study.
Figure[IT]presents a hybrid tree that was developed in the SAPHIRE PRA tool. As in the simple example in the methodology
section, overall risk calculations are made for two versions of the tree, one with just reliability basic events (fault tree) and
one with reliability and attack basic events (hybrid tree). A fixed probability of 1073 is used for both the safety and security
events. In real cases, these probabilities need to vary according to the domain and the specific human attacker under study.

The overall risk assessment when only safety is considered gives an overall risk of 5- 10~ , with main contributions from
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mternal bugs in tne software, the software being accidentally damaged by the developer/distributor/maintenance person, or
the software being broken by errors in the control automation hardware. The overall calculation when attacks are added
to the assessment gives an overall risk of 1.1-1072 (more than two times higher than the safety-only calculation). The
main additional risks come from attacks by the humans that are part of, or external to, the system with either physical or

cyber/remote access to the control software.
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In the case of the control software failure (Figure [9), the dependency model shows that there are many people across
the system lifecycle (e.g. design, deployment, operation, maintenance phases) that can have access to the control software.
These persons can be divided into those who have direct access due through their role to the system and, for some reason,
are motivated to attack the plant (e.g. radicalization, revenge, etc.), and those who are outside the system and try to break
in. In cases of collusion between outside attackers and inside attackers, we consider internal attackers to cover both those
who are strictly internal and a combination of external and internal. This comes from the fact that a solo internal attacker
can also launch attacks from outside, while an external attacker can be assumed to have no internal capabilities. Collusion
can be achieved through willful collusion, deception (e.g. fooling the insider into providing information or connecting an
unauthorized device to a secured network), benefits (monetary bribes or other incentives), and fear/extortion (e.g. threatening

their lives or the lives of their loved ones).

5 Discussion

The MEDRAF methodology presented in this article proposes to integrate safety and security risk analysis from a ZT
perspective during the early conceptual design phase of a systems engineering project where a cyber-physical (a system
with both hardware and software components) is being developed. Implementing the MEDRAF methodology in a MBSE-
driven system design process allows for real-time safety/security risk assessment as design decisions are being made. For
instance, a designer choosing to connect both a primary and secondary controller to the same power source could be detected
and flagged as a risk that needs to be addressed at the time of the decision versus much later during a design review or
even after a system has been fielded. The MEDRAF methodology also provides the possibility of continuously assessing
safety/security throughout the system life cycle as new threats emerge and zero-day exploits are uncovered, and as new
personnel are brought in to operate and maintain the system among other potential uses.

We assert that a ZT paradigm is appropriate to use in developing modern systems because of the potential for bad
actors, state actors, industrial espionage, and other personnel compromises throughout the systems engineering process.
Such attacks can come from both internal and external sources, and may occur within the design itself both in hardware and
software development or externally via cyber connections. The MEDRAF methodology presented here may help in adopting
the ZT paradigm more quickly in risk analysis processes.

While we advocate the MEDRAF ZT hybrid safety/security risk assessment methodology presented above, the method-
ology is intended to be used as part of a suite of risk assessment analysis methods. For instance, where appropriate, FMECA
should still be performed and other efforts such as identifying and mitigating spurious signals into a system should be under-
taken [58]]. The methodology is meant to augment — not replace — existing analysis methods.

The sensitivity of the results of the MEDRAF methodology to changes in probability of specific attacks is highly de-
pendent on the system design. One potential area of further study is investigating how understanding sensitivity to change in
probability could be used to redesign a system to be less impacted by changes in probability. Conducting a sensitivity study
may also help to identify which probabilities need further refinement to reduce uncertainty.

The MEDRAF method presented above closes a gap between existing methods to conduct security risk assessments
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and safety risk assessments, and does so assuming ZT. Existing methods conduct security risk assessments and safety risk
assessments separately. In practice, this often means that different people in different organizations within a company
conduct the two analyses at different times during a system design process. While some information may cross between
the two analyses, we have observed in practice that this is not commonly achieved. Further, identifying risks that cross the
security and the safety risk analyses is not common using existing methods. For instance, the fault tree shown in Figure
] would be developed as two separate fault trees that would not be integrated during separate analyses. Missing potential
security and safety risks due to not combining the analyses into the MEDRAF method presented in this paper may open a
system to significant system failure events in operation. Identifying such risks much later in the design process after separate
analyses are manually compared without the benefit of the proposed method may cause significant cost and schedule overruns
as a result of needing either to redesign a portion of the system or develop a remediation subsystem to deal with the potential
risk. As discussed in the case study, a simple example of combining the safety and security analyses together in the MEDRAF
methodology more than doubled the risk calculation result. Thus, we assert that the proposed method is likely to improve

identification of potential security and safety risks, and especially hybrid security and safety risks over existing methods.

6 Conclusions and Future Research

This article presented the MEDRAF methodology for a combined safety and security assessment based on early inter-
disciplinary models of the system. The foundational argument in favor of a combined safety and security assessment is that
security events can have safety consequences and the end goal is a system that is more resilient to both safety and security
root causes. The concurrent development and assessment of safety and security can also potentially reveal trade-offs and
initiate a discussion among the disciplines in a design process. The MEDRAF methodology is specifically used to for esti-
mating the probability of successful attacks to system components. This is a first step toward improving security and safety
assessment; the topic of accurately calculating security risks is still very active and broad. The ZT principle used in the
MEDRAF methodology means that no human can be trusted in the same way no component is considered perfectly reliable.
The MEDRAF methodology is demonstrated on a spent fuel pool cooling system case study and shows that the overall risk
calculation is heavily impacted when security-related basic events are also considered.

Quantifying security risks is complicated and requires current and accurate intelligence (i.e. information) about the
current security world and local threat climate, and domain knowledge. The fact that security risks are changing over time
needs to be taken into consideration, and a security assessment will need to be updated regularly to include new possibilities

for attack.
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